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SUMMARY

{n this repon, the accident that occurred on the platform Piper Alpha in the North
Sea on July 6. 1988, is analyzed both from a technical and an arganizationai peint of
view. The risk analysis framework is used to provide a systematic way of identitying (1)
the accident sequence (failure mode) whose basic events include technical failures
and human errors, {2} the decisions and actions that led to (or increased the
probability of) the basic events, and (3) the organizational factors that influenced these
decisions and actions. These organizational factors invoive tlaws in the design
guidelines and design practices, in the management of the trade-cff between
proouctivity and safety, in the management of the personnel on board, and in the
process by which financial pressures are applied on the production sector {i.e., the oil
companies' definition of profit centers) which resuits in negligence of inspection and
maintenance operations. |

The goal of this study is to provide a tool to identify both technical and
organizational risk reduction measures and to assess their benefits. A general risk
analysis mode! is presented with extensions to include the root causes of the basic
events of the failure scenarios. An illustration is provided for the destruction by fire of
the emergency water pumps. Fault tree analysis and a Markov mode! are proposed to
compute the probability of failure ot that system and to identify how the probabilities
involved can be decreased by different organizational and technical measures.
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1. ACCIDENT AND ENQUIRIES

The oftshore piattorm Piper Alpha, which was located in the British zone of the
Naorth Sea oil fieid and operated by Occidental Petroleum, was engulfed in a
catastrophic fire on July 6, 1988 (Lord Cullen, 19890; Petrie, 1988). Piper Alpha
received and sent to the shore the oil and gas production of a group of platforms (see
Figure 1). The disaster caused the death of 165 persons (out of 226) on board the
platform itself. and 2 on board a rescue ship. The accident chain started with a process
disturbance followed by a pipe rupture that caused a vapor release. Several explosions
followed and severed a petroleum line causing a pool fire. That fire impinged on a gas
riser from another platform. which fueled an extremely intense fire under the deck of
Piper Alpha. The layout of the top side allowed the fire to propagate quickly from
production modules to critical centers and to destroy the control room and the radio
room in the early stages of the accident (Figure 2). Electric power generation, public
address, generai alarm, emergency shutdown, and fire detection and protection systems
also failed shortly after the first explosions. The supenntendent of the platform (Oftshore
Installation Manager or OIM) panicked. was ineffective almost from the beginning, and
died during the accident. Evacuation was not ordered, and even if it had been, could not
have been fully carried out given the location of the living quarters, the layout of the
topside and the ineffectiveness of the satety equipment. The evacuation routes were
blocked and the life boats, all in the same location. were inaccessible. The firefighting
equipment on board could not be operated because the diese! pumps had been
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damaged from the beginning. Fire boats were at hand, but waited for orders to fight the
fire. When the master of one of the vessels on-site decided to assume the roie of
on-scene-commander (OSC), his fire-fighting monitors did not tunction properly. Piper
Alpha was eventually lost in a sequence of structural failures. Over and above the tragic
loss of life, the financial damage was in excess of three biilion U.S. dollars. |

The object of the enquiries that follow such a disaster is to understangd what
happened sc as to prevent its replication. What complicates a post-mornem anaiysis is
that the blame can be allocated in different ways according to the perspective of the
investigator. The causes of the Piper Alpha disaster can be seen as a set of technical
failures (due, for example to, lack of redundancies in critical system), or as an operator
error during maintenance operations (i.e., a failure 1o tag the space of a safety vaive
replaced by a blind flange during maintenance operations) or as a fundamental design
error (e.q., a layout that did not properly separate production moduies from living
quarters and command and control functions). It can also be argued that the accident
was caused by the management failure of a corporation that was forcing on Piper Aipha
a level of production activity well in excess of the platform's original design criteria. And,
in effect, the organizations that influenced operations on Piper Alpha included not only
Occidental Petroleum that operated it, but also the oil industry at large and its culture,
and the U.K. government authorities which, at that time, had mostly adopted a hands-off
attitude for economic and political reasons.

All of these factors contributed to the accident, with a hierarchy of causalities
among them. As with most disasters, what ended up in a sequence of technical failures
and human errors started mostly as a management problem. There are tharefore two
ways to seek improvements given the lessons of Piper Alpha: to implement mostiy
technical remedies (e.g., better fire walls}, or to promote better management practices
(e.g., improvement of maintenance operations, or reduction of the production levei given
some alert signais). Such measures can either be adopted voluntarily by the industry or
imposed by reguiatory authorities. Obviously, in a comprehensive approach, both
engineering and managerial improvements must be considered. Both types of
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measures, however, are also costly in the short term. Engineering modifications often
cail for regqundancies and decouplings that require additional equipment and/or space.
Organizational modifications generaily increase safety at the cost ot an occasicnal
reduction of the platform production level. Learning from the Piper Alpha accident thus
requires understanding (1) the effects of technical and organizationa! deficiencies on
the occurrence of the chain of events in the accident of July 6, 1988, (2) the
dependencies among technical.and organizational failures, and (3) the costs and the
benefits of risk reduction measures. The Public Enquiry into the Piper Alpha Disaster
(Culien, 1990) and the Petrie report (1988) are important sources of factual information.
They set the background of the accident, establish the sequences of relevant events.
and make recommendations for the future. There is littie attempt in either study,
however. 10 structure systematically the causal links among events, decisions. and
organizational facters that eventually led to the disaster, or 10 assess their reiative
contributions to the occurrence and the consequences of the accident. _

The object of this study is to provide a framework to capture relations of causality
between the different elements (technical, managerial, and organizational) of the Piper
Alpha accident starting from the basic human errors and compcnent failures. The goal is
to organize a "defense-in-depth” against platform accidents and to set prorities among
safety measures. Some of the basic management issues include excessive production
pressures (rooted in the definition of financial constraints), deficiencies in personnel
management, inappropriate inspection ang maintenance procedures, tlaws in the
design guidelines. and constant modifications and evolution of the platforms' network
with insufficient feedback. The approach adopted hare is to identify first the failure mode
corresponding to the Piper Alpha accident scenario, second, the decisions and actions
that led to these events, and third. the organizationai factors that promoted these
decisions and actions. Ultimately, the objective is to identify possible risk reduction
measures (both technical and organizational) and tc obtain a coarse estimate of the
overall satety benefits of these measures as a function of their reduction of the
probability of the basic events of the different failure modes.
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2. THE RISK ANALYSIS FRAMEWORK FOR POST-MORTEM ANALYSIS

2.1 A three-step approach to technical and organizational factors

A post-mortem analysis is not a risk analysis since there is no uncenainty left: the
accident has occurred. However the risk analysis framework (i.e., the nsk analysis
mode! structure) extended to include some organizational factors is used here to
address sequentially the following questions:

1. What are the technical and human elsments (basic events) of the main accident
sequence? including: initiating event(s), component failures, operator errors, the final
states of the system's components, and the consequences of the accident. This
scenano can be identified as one of the failure modes in a general risk analysis model. if
the nsk analysis model is descnped by an event tree, this accident sequence can be
descnbed as one "path” in this tree.

2. For each of the primary elements of this accident sequence, what are the
decisions that have been made and the actions that have been taken (prior to the
accident in the differant phases of design, construction, and operation of the plattorm. or
during the accident itself) that influenced the probabilities of the basic events and the
severity of their consequences?

3. For each of these decisions and actions, what are the organizational factors that
have contributed to their occurrences and their consequences?

The use of this framework for risk management decisions then involves:

a. ldentification of possible risk reduction measures that decrease the probabiiities
ot the basic failures and events, either directly, or because they infiluence the decisions
and actions that cause these basic faiiures.

b. Estimation of the costs and the benefits of these measures, which may reguire
either a partial risk analysis for measures that affect a limited number of specific
scenarios, or a complete risk analysis for those that reduce the probabilities of events
common to many tailure modes.
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A description of this hierarchy of accident contributors is presented in Figure 3. In
further sections and in Figure 3. the notations are the following:

BASIC EVENTS:

The basic events of the Piper Alpha accident have been labelled E;, from
i=1{"process disturbance") to i=46 ("loss of the platform")

DECISIONS AND ACTIONS:

For each basic event E;, a set of decisions and actions have been identified and
labelled Ajj (e.g., for E1, from |=1: “decision 10 produce in Phase 1", to j=5: "design of the
tnp signals”). Each decision and action is related to the phase of the platform's life when ~
It occured (DES: design, CONST: construction, OP: operation, and specifically, OPM: ~
maintenance during operation).

ORGANIZATIONAL AND MANAGERIAL FACTORS:

Decisions and actions in each phase are then linked to different organizational and
managernial factors (Ok). The sets {E;'s} and {Aii} therefore provide a systematic tree (or
matrix) structure for linking events, failures, errors, and decisions. After regrouping the
Ajj's by piattorm life phase, the set of organizational factors {Ok} provide the next level

of iinkage between failures ang management.

2.2 Learning for risk management. Defense-in-depth

The objective of this approach is not to identity the "culprits” but rather to iearn from
the event and to identify the most cost-effective remedial measures. This perspective
avoids the classic (and often steriie) debate: "it was a mostly a technical failure (just add
redundancies and everything will be fine)", "it was an operator error (those are
 unpredictable; so it is not our fault)’; "it was, in fact, a management failure (don't blame
us: it is their fault)". It is often all three: most accident sequences do invoive some
technical failures (here, of a gas compression equipment in module C) that were
promoted or directly caused by some human decision or error (here, the failure of a
maintenance crew to tell the night shift operators that a pressure relief valve had been
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removed from a condensate injection pump). But the reason why the fire turned into a
tragedy is that flaws in the design guidelines ailowed it to spread unchecked to critical
facilties and to block the evacuation routes. These human errors are often (but not
always) promoted, if not directly caused, by management and its overall philosophy
(Paté-Cornsll, 1990). For example, there seems to be a common parception in the oil
industry that redundancies are essentially meant to permit non-stop production, not to
provide safety. As it is shown turther, difterent aspects ot the management structure,
procedures, and culture at all stages of the platform life influenced the probability of the
events that occurred during the Piper Alpha accident.

It has been shown that more than 90% of the failure probability of jacket-type
offshore platforms invoives at least some human errors or questionable judgments
grounded in organizational factors (Paté-Corneli and Bea, 1989). Yet, the technical
characteristics of the system obviously influence the failure probability. Risk
management can thus be viewed as the design of a “defense-in-depth” strategy
combining technical and managerial elements, for example, the design of inspection
and maintenance procedures tailored 1o the failure probabilities of the different parts of
the system and their criticality to the overall safety (Paté-Cornell. Lee and Tagaras,
1989). Learning from a specific accident allows improvement of the current risk
estimates for existing platforms (1) because it may reveal the possibility of scenarios that
had been overiooked and (2) because it permits the probabilistic updating of the events
that occurred during the accident. This updating of the risk estimates allows the
decision maker to choose the most cost-effective alternatives among risk reduction
measures.

2.3 The fallacy of probabilities after the tact (the "treak event” or the
"accident waiting to happen')

After a catastrophe, there is often another debate regarding the prior probability of
the accident: on the one hand, there are often some who claim that it was "an accident
waiting to happen” (i.e., it had a very high prior probability), that warning signals were
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ignored. and that clearly unsate practices were tolerated and even encouraged. On ihe
other hand. others are quick to point out that the conjunction that led to the accigent was
vary unlikely and that it was rational to tolerate the risk given the state of knowledge at
the time. They characterize the tragedy as "a freak event” or an unpredictable "human
srror",

The task of assessing a posteriori the probability of an accident that has alreagy
happened is a futile exercise (and generally an absurd one) except, perhaps, in the rare
instances wnere the accident is the diract result of a specific event {(or a clear chain of
simpie events) for which there is strong statistical evidence to support a probability of
occurrence. For instance. when a flood with a known return period occurs, one can
claim that it was (and remains) an event of probability X. In most accident sequences.
nowever, the probability a posteriori can be made arbitrarily small depending on the
levei of detail that one adopts in the description of the accident. in other terms, the
prabavility of the accident computed after the fact is determined by the way the accident
1s descrined. For example, if one specifies precisely the element that failed, the
specified amount of gas released, the exact ignition source of ignition etc., the identified
conjunction of events ¢can be attributed an extremely low probability, which can even be
made lower if one specifies further details (time of the day, weather conditions etc.,) and
as many factors as cne may choose.

What matters. for risk management purposes. is the c/ass of relevant events that led
to the accident. not the fine details of the scenario. The choice of the relevant class of
events is to some extent arbitrary (and part of the art of risk assessment) but determines
the value of the information provided by the analysis. In the case of Piper Alpha, as it is
described below, the critical classes of avents are: a release of flammable material in
module C, ignition, a sequence of explosions leading to rupture of a riser bringing fuel at
full capacity from an adjacent platform, an intense fire under the piatform that couid not
be controlied, and the death, mostly by smoke inhaiation, ot a large number of people in
the galieys who did not receive evacuation orders.
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2.4 System complexities and failure dependencies

Complexity and couplings have sometimes been presented as the major source of
tailure risk in technical systems (Perrow, 1984). Pipaer Alpha presents examples of both.
On offshore piatforms, both are unavoidable to some degree: the levei of decoupling
that can be achieved after caretul design still depends on the resources that one is
wiiling to invest to increase the size of the topside.

Complexity per se, however, does not automatically reduce system safety. Risk
depends on the system's configuration. Adding one element in garies to an existing
system generally increases its failure probability because the failure of this element-is .
one more event that leads to system failure (unless the presence of this element
decreases considerably the failure probability of the other components). Adding an
element in parallel (a redundancy), however, generally increases both complexity and
safety. The actual increase of safety depends on the level of dependency ("coupling")
between the failures of the redundant eiements: if they are highly positively correiated,
the gain of redundancy is lower than if they are independent. |t is thus advantageous to
try to "decouple” to the greatest extent possible the potential failures of different parallel
subsystems. in particular when they are subjected to common causes of failure such as
explosions or fires. Therefore. in general, even when there is a coupling between the
parallel elements. the addition of redungancies brings some additional safety”.

Altogether. a simpler system is generally preterabie for management reasons:
design errors are easier to detect, a simpler system is easier 1o manage and to maintain,
and in an emergency, diagnosis is quicker than in a compiex one. In the final analysis,
the optimum level of compiexity for maximum satety is the resuit of a trade-off between
the number of redundancies, the level of coupling ot these redundancies under common
loads and external events, the space occupied by additional components, and

* This is not true. however, when the additional redundant element creates the danger of an added
common cause of failure. This was the case, for example, of the auxilary power units of the space shuttle: the
addition of a third redundant eiement on one hand decreased the probability of unavaiiability of the APU
system but.on the other hand. increased the probability of hydrazine reisase that constituted an additional
common cause of failure of other subsystems. The net result of a third redundancy was a net decrease ot
the system's satety {Garrick. 1988).
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the benefits of these additional elements. New communication links and computers. for
instance. generally bring compiexities and occupy scarce space for the benefit of the
information that they provide. Only a global analysis provides an estimate of the
balance.

The probiem, in fact, is often compactness as much as complexity. a compact
system is difficult to access, to monitor, to maintain, and the proximity of components
packed in a tight space increases coupling. Technical couplings (or a high degree ot
dependency among component failures) do increase failure praoabilities. Couplings are
unavoidabie when a large number of components have (o De packed into a small area.
However, the art of design for safety within space constraints is to avoid. whenever
possible, several types of dependencies inciuding:

* Correiations among the failures of redundant elements, either because the failure
of one is the direct cause ot failure of the other, or because the same common cause of
failure {e.g., an explosion), is likely to destroy both. For example, one generally tries to
physicaily separate as much as possible the hydraulic lines of an airplane, to disperse
safety equipment. and to provide separate emergency powear sources for redundant
safety systems.

° Propagation of the effects of an external or internal event among elements in
senes (e.qg., fire propagation. or dominc eftect in an earthquake).

> Component failures that can cause a release of chemical, energy, or other
external or internal load increasing the probability of failure of other components.

> | ocation in the same space of fuel and possibie sources of ignition (e.g electrical
equipment) specially when externai correlations are possible (the same event can
cause simultaneous failure of the fuel container and of the electrical equipment.)

Organizational couplings are just as common a threat to safety as technical
couplings. High dependencies in inspection and maintenance operations of two
redur{dant elements increase the likelihood that the same signals of deterioration are
missed or that the same short cuts are taken. More generally, the philosophy of the
organization, its attitude towards safety, and the incentives that it provides for the
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Firgs:

* presence (or not) of an ignition source

* magnitude of the fire as a function of the amount ot fuel that feeds the fire
INTERMEDIATE DEVELOPMENTS:

Effectiveness ot emergency shutdown

* Availability

* Actual performance-
Performance of fire tighting activities:

* availability

* ability 1o receive orders
" effectiveness
Fire pr on r {
* which modules (control room. living quarters. etc)
* couplings among modules (effectiveness of fire walls)
" further explosions
" number of peopie threatened
* amount and propagation of smoke
Destruction of key functions angd k rsonne:
" loss of power generation
* loss of emergency shutdown
* loss of communication functions .
. " loss of command and control
FINAL SYSTEM STATE
* state of the ditferent modutes: no damage, smoke-filled, destroyed
(measured, for instance. by a damage ratio)
* state of evacuation routes and passages
* availability and state of safety equipment

* state and effectiveness of rescue equipment

11
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states. characterized by the location ang intensity of the initial fire. The model specifies
the subsequent states (including fires ot different levels of severity in different modules)
ang the probabilities of state transition per time unit. The appendix shows as an
example, the use of a Markov model of this type to assess the effects ot camera
monitoring in an oil refinery. In this study, the transition probabilities vary 10 represent
fire growth in the different fire fighting phases: first, an active growth phase (fire grows
unchecked), second, a detection phase (the fire is detected but not yet fought) during
which the fire grows at the same rate, third, fire growth during the initial fire fighting
pnase (reduced probabilities of propagation to other modules or of transition to
increased intensity), fourth. a "controlled" growth where the transition probabilities are
much smaller. and fifth. an exunction phase. The "very iarge" fire state (including the
possibility of full destruction of the system) can be reached in any ane of the fire growth
phases including the active phase if the fire is never eftectively fought. (This model.
however. does not include the case in which the fire spontanousiy extinguishes itseif
without fire-fighting intervention before full destruction of the system).

The result ot such a model is a probability distribution for the final losses based on
the transition probabilities that describe the system and its mode of operation. Such a
Markov model can be fully deveioped for a platform similar to Piper Alpha in order to
assess the benefits of alternative measures of fire risk reduction by the ditference
between the mean values of the final losses with and without the considered measure.
These measures may be characterized by new probabilities of transition among the
system's states. For example, a fire detection system increases the probability of
transition from active growth to detection phase and reduces the time of unchecked
growth. The etfect of fire fighting measures aimed at decreasing the amount of fuel into
the fire is to decrease the probability of transition to larger fires in the "working growth"
phase. The corresponding benefits are measured by the displacement of the loss
distribution towards lower vaiues. The difterence in the mean losses is one possible
measure of the benefits.

13
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3.2 The Piper Alpha failure mode and accident sequence

For Piper Alpha, it is useful to start with the identification of the basic events of the
failure mode (i.e, the events that are necessary links in the accident sequence) to
analyze to what extent they have been induced by human actions and to identity
systematically the organizationai roots of the accident. This post facto failure mode
identification thus does not invoive probabilities. It also excludes secondary events that
may have promoted the the basic events but are not part of the failure mode. The basic
events of the accident sequence are labeled as indicated in section 2.1 so that they can
be systematically matched with causal decisions and organizational factors. Note that
the labelling has been chosaen for analytical pupose and does not imply a chronological
order.

INITIATING EVENTS (IE): MAJOR EXPLOSIONS AND FIRE LOADS
The references for this section are the Cullen Report (Cull.) and the Petrie report (Pet.).
Timaes are indicated tor some events. Included in initiating events” are not only the
actual initial explosion and fire. but also the subsequent ones which initiated further
component failures. '
A] PRIMARY INITIATING EVENT (IE1): First expiosion. July 6, 1988. 21:58.
E1: Process disturbance (inadvertent pressunzation of a PSV) 21:45 to 21:50.
E2; Two redundant pumps inoperative in Module C: condensate pump ‘B’ trips.
'A' was shut down for maintenance.
E3; Failure of a blind flange assembly at the site of PSV 504 in module C. »
E4: Release of condensate vapors in module C (~45 kg, filling ~25% of
the module volume).
E5: First ignition and explosion. Possible ignition sources: hot surfaces, broken
light fitting, electrostatic sparks {Cull. p.60).
E6: Failure of C/D fire wall.
B] SECONDARY INITIATING EVENT (IE2): Second expiosion. Propagation of fire in
module B. (Almost immediately, i.e., shortly after 22:00).

14
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Rupture of B/C fire wall (single layer. 4.5 hour integnty wall).

Rupture of a pipe in module B (projectile from B/C fire wall).

Large crude oil leak in module B.

Fire ball and detflagration in module B.

Fire spreads back into module C through breach in B/C fire wall.

Fire spreads to 1,200 barrels of fuel stored on deck above modutes B ana C.

C) TERTIARY INITIATING EVENT (IE3): Jet fire from broken riser (22:20)

E13:

E14:

E15:

Failure of fire pumps: automatic pumps have been turned oft: manual (diesel
powered) pumps located in modute D damaged by failure ot C/D fire wall.
Rupture of riser (Tartan to Piper Alpha) caused by pool fire beneath it (ES),
“high temperature reducing the pipe steel strength to below the noop stress
induced by internal pressures” (Cull. p.133).

Intense impinging jet fire under the platform,

FURTHER EFFECTS QF INITIATING EVENTS (in addition to causing other intiating

events) AND FINAL SUBSYSTEMS' STATES
A] From IE1 (conseguences of first explosion):

E16:
E17:
E18:
E19:
E20:
E21:
E22:
E23:
E24:
E25:
E26:
E27:

Immediate loss of electric power.

Failure of emergency lighting.

Failure of the control room (no lights on mimic panels).

Failure of the public address/general alarm system.

Failure of the radio/telecommunication room.

Loss of the OIM function, both on board and as OSC of rescue operations.
Almost total failure of the fire detection/protection system.

Smoke prevents the Tharos helicopter from reaching the helideck.

Fire and smoke envelop the North side of the platform.

Casuailties in A. B. C modules.

Escape of some people from 68ft level to 20ft level -> some jump into the sea.
Panial (almost total) failure of emergency shut down.
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B] From {E2 (consequence of second explosion):
E28: Fire from moduies B and C spreads to various containers ("lubricating oil
drums. industrial gas botties: oxygen, acetylene, butane “(Petrig)).
E29: Fire from modules B and C causes rupture of pipes and tanks -> growth of oil
and condensate fires.
E30: Some survivors jump into the sea from 68 ft and 20 ft levels.
E31: Some people are engulfed in smoke and die in the gaileys (22:33)
E32: Partiai failure of Tharos fire fighting equipment.
C] From {E3 (consequence of the jet fire)
£33. Rupture of the MCP-01 riser at Piper Alpha.
E34. Most people remain and are trapped in living accomodations (more survivors
jump in the sea from 20 fi, 68 ft levels).
E35: Third violent explosion (22:52).
E36: Some survivors jump from the helideck (175#t levels).
E37: Collapse of platform at 68ft level below B moduie (22:50).
E38: Collapse of western crane from turret (23:15).
£39: Fourth violent explosion (23:18): rupture of Claymore gas riser.
E40: Major structural collapse in center of platform.
£41: Slow collapse of the north ena of the piatiorm
E42: Collapse of the pipe deck. White House, and OPG workshop (-> additional
casualties).
E43: Accomedation module over-turnag into the sea (AAW north end of platform)
(00:45).
E44: Rescue of survivors at sea. Through out the accident, peopie who jump and
survive are rescued by semi-submersible vessei Tharos, stand-by vessel
Silver Pit, Lowland Cavalier, and supply vessel Maersk Cutter.
LOSSES:
E45: Human casualties: 167 (165 people on board; 2 rescue workers).
E46: Loss of the piatform; damage in excess of three billion U.S. doliars.
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4. DECISIONS AND ACTIONS SPECIFIC TO PIPER ALPHA

4.1 Systematic identification of human tactors iinked to the basic

events of the Piper Alpha accident:

The object ot this section is to identify the decisions and actions gpecific to Piper
Alpha that iea to each of the basic events (the next task being to look for organizational
roots peyond the Piper Alpha case). Some of these decisions are clear errors: others
are judgments that may have been acceptable at the time they were made but proved
catastrophic in conjunction with other events, some of which could have been
anticipated. As indicated in Section 2, decisions and actions are noted Aij
(corresponding basic event Ei) and labelled according to the phase where they occur:
design (DES), construction (CONST), operation (OP) and more specifically.
maintenance (OPM).

E1 which triggered a sequence of compressor trips and gas alarms is the result of a
system overload and operators’ fumbling that can be linked to:

A 1.1: Decision to produce in the Phase 1 mode (OP)

A 1.2: Physical and managerial interdependencies in the Piper Alpha-Tartan-

Claymore-MCP-01 network (DES: CONST)
A 1.3: Decision to promote personnel to critical positions on a temporary basis
(OP)

A 1.4: Missed signals (OP)

A 1.5: Lack of redundancies in the design of trip signais (DES)

Phase 1 production that had rarely occurred in the past on Piper Alpha was caused
by a high levet of production on the related platforms which induced high pressures in
the system (625 psi instead of 225 psi in Phase 2) anc was much more likely to strain
the equipment than the regular production mode. in principie, the OIM on Piper Alpha
could decide how much production his piatform could or could not handle. But
distributed decision making within the Piper Alpha-Taran-Claymore-MCP-01 network

compounded the problem cf managing high-pressure operations with only remote
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control (at best). The fundamental problem was that there was a high level of physical
coupiing among the platforms and a /fow level of management/organizational
coordination. The network had apparently grown in an “organic" manner as the system
was developed and constructed over time fo accomodate a sequence of recoveries
decided by corporate management. The modes of operation also evolved towards
higher and higher levels of production and pressure in the equipment, like an inflated
balloon.
High pressures can cause problems of varying severity with warning signals such
as vibrations, roaring flares, smali leaks etc. These symptoms require immediate
attention, detsection and diagnosis capabilities, and therefore experienced operators
(Pet. 8.1.2). Unfortunately, this experience was not available. First. there had not been
much opportunity to learn about Phase 1 operations. Second, the problem was
compounded by the temporary promotion of a cenain number of employees to positions
above their reguiar fevel of responsibility, a regular practice on Piper Alpha. On the night
of the accident, there was one single operator (Pet.8.1.5) with limited experience as
opposed to five old-timers in normal time. Consequently, there was a sequence of
signals that were ignored (for example, the fact that the south west flare was roaring
and larger than normat) and the crew seems to have fumbled for 15 minutes between
the first signs of disturpbance and the first explosion. Furthermore, in Phase 1, there was
insufficient redundancy in the signals of alarm. i.e.. one single trip signat (Pet.10.1.4) .
E2: Fai | o , o
A2.1. Apparently improper maintenance of both pumps A and B (OPM)
A2.2: Decision to remove PSV 504 in pump A and to replace it by a blind flange
(OPM)

A2.3: Failure of the maintenance crew to inform the night shift that pump A was out
and that the PSV was missing (-> operator error in trying to restart pump A)
(OPM)

Both pumps A and B had been maintained shonly before the accident. It seems
however, that only minimum work was performed; what was clearly broken was fixed;
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the rest does not appear to have peen thoroughly checked (Pet.8.3.3.14). The decision
to remove a pressure safety valve in pump A for maintenance is consistent with the view
that there was one redundancy (B) and that it was sufficient to continue operations.

Then. a serious failure of communication occured between the day crew and the
night shift: the night crew who had not been informed that PSV 504 had been removed.
tried to restart pump A (Pet.8.3.2.12). This failure can be traced back to the work permit
system (Cullen, Chapter 11} and is discussed further in Section 5.

; Failure of the pling § | ite of

A 3.1: Error in fitting of the blind flange (OPM)

A 3.2: No inspection of the assembly work (OPM)

The biind flange was not leak tight. The assembly can be made "finger tight”. "hana
tight” or can be "fiogged up”. Experts conciuded that only a "finger tight” assembly couid
expenence a leak of this magnitude (Cullen, p. 102). Furthermore, there was no inspec-
tion ¢f the work and an error in fitting, if it happensd. could not be detected and fixed.
E4. Undetected release of condensate vapors in Module C

A 3.3: Faulty warning systems for gas release (DES; CONST)

A 3.3: Failure to fix the warning system after it issued false warnings (OPM)

A 3.4: Poor design of the monitoring panels in the control room (DES)

A 4.4 Faiiure of the control room aperator to read and interpret the signals (OF)

About 45kg of condensate were released in module C and should have been
detected before an explosion couid occur. However, the warning system for gas release
was defective at least in two ways: first, it issued faise alerts that caused real ones to be
ignored and second, there were read out problems in the control room (Pet.5.14) that
were due to the design of the panels and perhaps to the actions of the oparator.

ES: First ignition

A 5.1: Possible error of detection of potential ignition source (OFPM).

The first ignition may have been caused by several possible sources. It is difficult, if
not impassible. to completely separate fuel lines from ignition sources. Electro-static
sparks are a possibifity: but it could also be a broken light fitting or other anomalies that
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could have been detected and fixed earlier.

A 6&7.1: Design of fire walls with little resistance to blast pressures (DES)

Fire walls and blast walls have different characteristics and blast walls may cause
other problems by creating projectiles if and when they finally break. However, fire and
blast containment systems on board Piper Alpha were generally poorly designed
(Cull.68: Pet.9.4.15).

:Pipe r
General problems of layout and separation: )
A 8&9.1: Couplings in the design of the modules (insufficiant space separation) _
(DES)

A 8&9.2: Couplings due to poor protection against fire propagation (DES)

A 8&9.3: Insufficient protection of critical equipment against blast projectiles (DES)

The propagation of the accident at this stage involves several kinds of couplings:
tight space. blast protection, and fire protection. The space problem may be unavoidabie
in this part of the production system: it is ail the more important to reinforce the fire and
blast protection 1o prevent coupling preblems.

E . Fir in h r in !

A 10&11.1: Poor fire insuiation (DES)

The spreading of the fire at this point cannot yet be attributed to the malfunction of
the fire fighting equipment (the succession of events was too fast) but rather to a design
problem that made each module vulnerable to fires and blasts in the others.

E12: Fire spread to fuel storage

A 12.1: Decision to store fuel above the production moduies; spatial couplings (OF)

Storage of fuel above modules B and C introduced one more source of hazard that
was avoidable.
£13: Fai ‘ !

A 13.1. Poor design of the manual fire fighting system (DES)

bad location
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no redundancy
bad protection of the pumps against fires and blast

A 13.2: Decision to turn off the automatic system to protect divers (OF}

Several factors contributed to the tragic loss of fire fighting capabilities. The
automatic system had been turned off to protect divers from being sucked into the water
inlet (there are apparently other ways to protect the divers). The manual pumps were
damaged in the first explosion and should have been iocated in places where they were
less vuinerable to fires and blasts: but even if they had been intact, they couid not have
been reached because the module was on fire. The diesei-powered fire pumps, and the
fire protection system in general, were thus badly located. without appropriate
redundancies elsewhere.

4 ' R re ot the ri ir r T trom MCP-01
Claymore

A14&33&39.1: No fire proofing of the riser connection (DES)

A14&33439.2: Bad design of the deluge system (DES)

The pool fire above modules B and C caused such a heat load that the riser from
Tanan tfailed under the platform. There was no appropriate fire proofing to protect the
riser. and the deluge system that could have prevented this went out. Later failures of
risers trom MCP-01 and Claymore were also caused by massive fire loads as the
accident unfoided. and caused further explosions as production continued on these
plattorms,

15: fire unger Piper Alph

A15.1: Physical iinkages in the Piper-Tartan-Claymore network (DES; CONST)

A15.2: Distributed decision making in the Piper-Tartan-Claymore network (OP)

A15.3: Bad communication among the platforms (DES; OP)

A15.4: Underestimation of the severity of the Piper situation and optimism on other

platforms (OP)

A15.5: Decision to continue production on Tartan (bad communication system;

insufficient procedures and enforcement of existing procedures) (DES; OP)
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The decision to continue production on Tartan even though there were clear and
visible signs of a severe condition on Piper (and even to increasé the pressure as it was
beginning to drop in order to maintain production) considerably worsened the situation.
The OIM on Tartan, howevar, soon realized the severity of the situation on Piper and
ordered production to stop (Cull. 133). But on Claymore, obsession with maintaining
pipeline pressure and excessive optimism about the capabilities of containing the fire on
Piper Alpha against all signals to the contrary ied the OIM to a severe error of judgment:

- the decision to continue production until an hour iater with more severe consequences:
a fourth violent explosion at 23:18 with the rupture of the Claymore riser.
E16: E17: : lectri Eail : lights

A16&17.1: Design error: decision to run the cable route through module D (DES)

A16&17.2: Inadequate redundancies in the elactric power system (OFPM)

A16&17.3: Lack of inspection and maintenance of emergency generators (DES)

Loss of electric power can be one of the most devastating accident initiators if there
is not adequate redundancy in the system since many of the emergency features require
electricity (this is true on offshore platterms as in nuciear power plants). In this case, the
cable routes were running through one of the most vuinerable of the production areas
without adequate redundancy (Pet.4.3.6). Furthermore, after the main generator tripped.
the emergency generator did not start. The drilling generator stared, then failed. A few
battery-activated systems tunctioned for a while. The emergency lighting functioned for a
whilte then failed.

E18: Loss of the control room

A18.1: Bad location of the control room next to the production modules (DES}

A18.2: Lack of redundancies in command and control (->technical decapitation)
(DES)

The location of the control room next 10 the production modules created failure
dependencies such that an accident initiator (fire or blast) in these modules had a high
probability of destroying the control room, where the accident could have been
minimized by controlling the process. With loss of command and control and loss of
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electrical power. the system was technically decapitated. Lack of redundancies in tne
commands made it extremely difficult at that time to manually control the equipment.
E19: Failure of the public address system

A18.1: Bad design of the public address system: no redundancy for the loss of
electric power (DES)

The public address system was entirely dependeant on electricitry: if there is no
power, thare 15 no sound.

: Fai f i mr

A20.1: Bad location of the radio room (DES)

A20.2: Lack of redundancies in the communication system (DES)

The iocation of the radio room on the east side of the platform (AAE) above the C
module made it vuinerabie to production accidents. Given the interdependencies
among the different piatforms in case of emergency, and the assumption that the OIM on
Piper was to assume the role of on-scene commander (OSC) for the rescue, the loss of
the radio room prevented critical exchanges of information with Tartan and Claymore
(decapitation of the communication system and of all damage control operations).

t f jon

A21.1: Decision to hire and promote the individual to the OIM position (OP)

A21.2: Poor training for this kind of emergency (OF)

A21.3: Loss of organizational redundancy and disruption of the chain of

command (OP)

Although the OIM was not killed at the onset of the accident, he panicked.
appeared to be in a state of shock, and was incapable, from the beginning, ot giving
appropriate orders, in particular evacuation orders that could have saved many lives
(Cull. p.163). Neither could he assume the OSC function, so that by the time the master
of the Tharos decided to assume these functions and coordinate fire tighting from the fire
boats. much time had been lost and the result was negligible. The OIM probably knew
that the evacuation passages were blocked and that regular evacuation was impossibie:
he was perhaps incapable of thinking beyond procedures that could not apply and of
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ordering an improvised evacuation. The technical decapitation of the system was
compounded by an organizational decapitation as no one took charge except the
personalities that emerged as leaders under the circumstances.

A22.1: No automatic fire protection upon gas detection in west haif of

Module C (Pet. 4.7.5.3). (DES)

A22.2: Lack of redundancy in the fire pumps (DES; OP)

A22.3: No deluge system (DES)

Automatic pumps having been turned off, the system could not function in places
where it existed. In many areas of the platform. and in paricular in critical pars of the
production modules, deluge systems did not even exist. In some areas. the deluge
system started and quickly faiied (riser trom Tartan).

E27: Partial fai [

A27.1: Failure to upgrade safety functions to requirements of Phase 1 production

mode (DES; CONST. OP)

Primary automatic trip functions did not exist for operation in Phase 1. The system
was primarily designed to operate safely in Phase 2 at pressures of 225 psi and safety
features had not been adapted to accomodate the pressures of Phase 1. This was the
resuit of the way the system had expanded over time (E1).

. Fir

A 24828&29&31.1: Layout decisions: l.ack of physical separation (DES)

A 24828&29&31.2: Equipment design decisions: Lack of fire proofing, insulation,

smoke filters (DES)

A combination of lack of fire tighting capabilities and design decisions that aliowed
fire propagation across modules and components caused the fire to spread to utility
modules and escape routes, and the smoke to fill the living accomodations.

E32. . ] in fighti i
A32.1: Failure of the Tharos master to take charge as OSC in time (OP)
A32.2: Failure of the Tharos fire fighting equipment (DES; OP)
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The semi submersible vessel Tharos was by chance in the vicinity of Piper Alpha at
the time of the accident. it couid have played a major role in fighting the fire and
rescuing peronnel on board {by providing an external escape route), but eventually
made iittle difference for several reasons. First, it was waiting for orders that never came
from the OIM on Piper Alpha. By the time the master of the Tharos decided to take
charge as OSC. it was too late to come close to Piper and the fire was too severe to be
fought effectively from the outside. Second, the equipment on the Tharos malfunctioned
because the fire fighting monitors were overioaded.

E25. E26. E30. E34. E36: Casualties on board: escape and rescue of Survivors

A 25826830834436.1: Poor design and planning of evacuation routes (lack of
redundancies) (DES)

A 25-36.2: Failure of the OIM to give evacuation orders (OF)

A25-36.3: No alternative official authority when OIM is incapacitated (OF)

A25-36.4: Individual initiatives to escape and jump off against pravious infoermation
about survivability of jumping in the sea from more than 60 ft. (OP)

A25-36.5: Poor training for evacuation: lack of knowledge of the piatform layout and
alternative escape routes (OP)

A25-36.6: Failure to properly locate, install. and inspect emergency exit equipment.
rafts and boats. Poor location of the life boats (and fack of redundancies
when they are inaccessible) (DES.: OFM)

A25-36.7: Failure to inspect and maintain inflatable rafts (inoperative) (OPM)

A25-36.8: Failure to provide, properly locate, and inspect individual protection
equipment (smoke hoods, survivability suits, life jackets, etc.) (DES, OPM)

First, the location of the controi centers and utility modules close to the production
modules caused the immediate death of a cenain number of key operators and
personnel. Second, the poor location of living accomodations too close to the
prdductlon modules and equipment allowed the smoke to fill the galleys and failed to
provide a safe temporary refuge for the personnel. Thirg, the poor planning of the exits
(lack of separation, redundancies and single-point passages) led to the early blockage
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of the planned evacuation routes and the inacessibility of the TEMPSCs (Totally
enciosed motor propeiied survival crafts). The OIM probably knew this, which may have
contributed to his state of panic and his inability to function and give orders. There was
chaos, no organized response, and no responsibility or authority (Cull. p.163). As in
many emergency situations, leaders emerge, according to personaiities, knowiedge of
the premises, and luck, but without planning and training in crisis response.

The personnel who followed the procedures andg did not take the initiative to
escape perished. The unavailability of smoke hoods in the living accomodations
probably shortened the time that the personnel wouid have had otherwise to make
escape decisions. Of those who tried, some found themseives trapped at the 68ft level
and the 175 ft levei and took the risk of jumping from such heights. in some cases, they
were not aware of the possibility of some passages to the 20 ft level which some drillers
knew about {Cull. 158). At least one lite raft couid not be inflated (it had probably not
been inspected and maintained properly). Of the survivors rescued later, few were fully
equiped to survive in the water and there were additional deaths by drowning that couid
have been avoided. (In fact, in winter time, many more would have died in the cold
water.) A serious design problem was the lack of redundancies and dispersion ot the life
poats around the platform (Pet. 6.2) and the lack of appropriate access routes (there was
a single access point). Of the 135 bodies recovered. 14 had died during escape, ali
others nad died on board (and 2 in rescue operations).

E37. E38, E40, E41. Structural faiiures and coliapse of the structure

A37&38&40&41.1: Failure to account sp'eciﬁcally for fire loads in the design of the

structure (DES)

Whaereas jacket-type platforms are designed according to the wave loads that they
may experience in their lifetime (e.g., the 100-year wave), the fire loads are not explicitly
accounted for in the design of the structure itself (Gale and Bea, 1991). The slow
collapse of the structure as the steel yieided under the prolonged and intense fire load
may not have significantly increased the human losses, but the property damage was
cenainly greater than if the structure could have been saved.
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4.2 Classification of the decisions and actions that contributed to the

Piper Alpha accident

An accumuiation of questionable decisions, gross errors, and errors of judgment of
varying severity thus contributed to the Piper Alpha accident and its conseguences.
These decisions and actions occurred in the three phases of the lifetime of the structure:
design, construction and development over time, and operations both before and during
the accident of July 6, 1988. Some were strategic decisions common to the operations
ot Piper Alpha and Occidental Petroleum, some were tactical decisions made on the
spot. it is this accumuiation of bad decisions that led. in particular. to the technical ana
organizational decapitation of Piper Alpha at the onset of the accident.

The numan errors, questionablie decisions, and bad judgments that have been
identified above and contributed to the Piper Alpha accident can theretore be divided
into four categories: (1) design and expansion, (2) production decisions. (3)
management of personnei, and (4) inspection and maintenance.

421 gn an ion 1S

Among the basic events of the Piper Alpha tailure mode, a large number were
directly intiuenced by design decisions that caused couplings and dependencies of
three types: (1) direct linkage of component failures (i.e.. public address linked to power
generation), (2) high probability of fire propagation (e.g., from moduie B to module C. to
control room and beyond), and (3) vuinerability ot several components to the same
event or load (common causes of failure, e.g., blasts). Finally, in other cases. some
critical features had simply be neglected in the design.

°The general design of the network of platforms (Piper Alpha, Claymore, Tanan,
MCPQO-01) made them physically interdependent without providing sutficient
management integration both for production decisions that affected operations on other
platforms and for coherent and guick decisions in case of emergency.

°The general layout of Piper Aipha was bad because of lack of redundancies.
unnecessary complexity (e.g., storage of fuel on the deck) and excessive compactness.
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Mutual proximity produced critical spatial couplings such as: (1) no spatial separation of
production modules and cther modules, in particular living quarters: (2) inappropriate
planning of escape routes (insufficient redundancies); (3) the lite boats, life rafts. and
other means of escape were grouped at one end of the platform: and (4) critical systems
for emergencies (control room, radio room, electric generators, diesel pumps, etc) were
so close to production modules as to be inoperative in crisis situations when they were
critically needed.
generally faulty. First, tatal failure dependencies and couplings made automatic shut
down. alarm. public address. and other critical systems directly dependent on central
electric power generation capability. without redundancies n this central source and
without alternative supply for each emergency system. Second, tire and blast protection
was clearly insufficient, although protection against both is difficult to achieve because
of the possibility of creating a missile hazard. Third, omissions in the design of fire
protection systems {deluge systems. automatic response to gas alers, etc.) implied that
once the manual fire pumps could not be operated (because they were destroyed
and/or inaccessible), there was no automatic alternative to back them up. Fourth. the
lack of redundancies in production equipment and safety equipment proved critical at
the onset of the accident. The purpose of redundancies was 10 permit uninterrupted
production. not to provide safety back ups. Fifth, there were simpie cases of pgor design
of emergency eguipment that did not work when needed: a warning system for gas
leaks that produced toc many false alarms (which theretore were ignored) and relied on
readouts in the control room that proved difficult in times of crisis because of poor choice
of layout, display, énd color coding; or equipment such as life rafts that are not used in
normal time and could not be inflated when needed.

°Finaliy, the platform was simply not designed tor severe fire loads. Altogether the
system was capable of responding to minor fire emergencies, not to the severe fire
conditions that developed during the accident. The structure itselt was not designed to
sustain high temperatures and direct fire loads for a long time. Satety was generally
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considerea on a smail scale but provisions for severe conditions were inadequate.
probably on the assumption that they simply are too unlikely to be worth worrying about.

4 Pr

Clearly, at the time of the accident, the system was operating well above its safe
capacity. The network of piatforms had grown progressively and equipment had been
modified to accomodate higher production levels and higher pressures: but the level of
activity had been gradually increased without appropriate checking that the system
retained an appropriate margin of safety. Additional safety precautions shouid have
been taken at the time of the decision to produce in Phase 1. This increase of load was
considered tolerable, probably because it had been done elsewhere without the
occurrence of accidents. It is important to note that the production level at the time of the
accident had not been decided by the OIM or the personnel on Piper Alpha. Production
levels were political decisions made at the corporate level about a sequence of
recoveries that required non-preplanned development. The OIM could have asked for a
reduction of the production level based on satety concerns, but the culture of the ol
industry does not encourage this kKind of request.

Still more troublesome were the decisions to continue production on the other
platforms when there were clear signals that a serious accident was unfolding on Piper
Alpha. Platform Tartan. at first, even increased its production to maintain line pressure
before shutting down. Platform Claymore took more than one hour before responding
and stopping production. The OIM on each platform was in charge of his own system.
There was a clear tack of central command and control of the normal production
process. Emergency procedures by which the Piper OIM could have ordered
interruption of production on the other platforms could not be activated in this case
because of loss of command authority and communication failures.

4 M nt of personnel: hirin i inin ion

There were not enough personnel on board at the time of the accident. Temporary
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promotions allowed fulfillment of critical functions by available people. Therefore, some
iess experienced (or even inexperienced) personnel. maintenance crews, operators.
and production workers were aliowed to run Piper Alpha at a time when high-level
activity should have required special care, attention, and the ability to recognize
abnormal signs in order to diagnose and fix problems immediately.

The ioss of the OIM function clearly led to a tragic increase in the number of
casualties. The choice of personality fit to be captain of a ship is traditionally the result of
a promotion process by which individuals are evaluated on the effectiveness of their
actiens in normal and emergency situations. As marine systems have become more
sophisticated, crises are rarer, and training in crisis management becomes more crucial.
Simple instructions about emergency procedures are insufficient because they may not
be applicable in some circumstances. Thorough understanding and knowiedge of the
system (e.q., layout and passages), ability to reason under pressure and to respond to
unforeseen situations are the result of appropriate screening and training. This training
seems to have been inadequate in the case of Piper Alpha. Such training, however,
represents an investment that assumés first that the organization recognizes the
possibility of a catastrophe.

4z . . .

Inspection on Piper Alpha had been lacking in many areas and particularly in
satety equipment. Life rafts, fire pumps, or emergency lighting do not seem to have
received proper attention. Minimal response to inspection findings was apparentiy one
of the factors that weakened redundant pumps A and B. The most critical maintenance
problem was the failure of the permit to work system and the carelessness with which
the PSV 504 was removed and replaced by a blind flange assembly, thereby putting
pump A out of service. The night shift was not intormed of this situation and tried to
restart this pump in which the initial leak seems to have staned. The enquiry concluded
that tor a gas leak of the magnitude observed to deveiop, the assembly must have been
only "finger tight". The assembly work was not inspected and therefore, the defect was
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not detected. Altogether, this maintenance failure was rooted in a history of
carelessness. inexperience, and bypassed procecures.

5. ORGANIZATIONAL ROOTS OF DECISIONS SPECIFIC TO PIPER ALPHA

The decisions. human errors, and questionable (or bad) judgments that
contributed to the Piper Alpha accident can be in turn systematically related to a certain
number of arganizational factors. These tactors are rooted in the characteristics of the oil
company (culture, structure of the corporation, procedures and their rationale), the
mentality of the oil industry at large, and specific features of the British oil industry and its
relations to the Bristish government authorities.

Key organizational factors that are at the root of the decisions identified in the
previous section are the foliowing: (1) bad judgement in the management of productivity
versus safety. (2) flaws in the design philosophy and the design quidelines. (3)
negligence in the management of personnel. and (4) insufficient attention to
maintenance and inspection. All ot these involve questions of jnformatipn (do the
personnel have appropriate leveis of knowledege? and do they receive appropriate
information to take action in different cases?), ingentives and rewards (what are people
actually told to do? If they don't do it. what are the consequences for them? What are
they actually rewarded for?), and resource constrainis (time. money, and attention). The
results are the problems generated by an organizational structure that lacks
redungancies, procedures that allow and encourage cutting corners, and a culture that
rewaras flirting with disaster.

5.1 The management of production versus safety

There is no golden ruie for managing the productivity versus satety trade-otf. The
desirability of a panicular safety measure is the result (1) ot what the organization
believes {(and wants to know) about the effect of the feature on the system's satety, and
(2} the risk attitude of the corporation. Decision anatysis is thus the best adapted tooi to
suppor such choices in a consistent and rational manner. Responses from the public
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anc the legal system are generally meant to ensure that the risk attitude of the
corporation does not clash with the values of society at large. Some oii companies,
however, seem to expenence industry-spacific problems.

L has) Linci .

The philosophy of most oil companies seems to be "production first" and their time
horizon limited to the very short term. This myopic view and the rarity of large accidents
tends to focus attention on avoiding small (and trequent) safety probiems that may
disrupt production and create a visible record of incidents. The possibility of severe (and
rare) accidents. however, is given insufficient attention because catastrophes are _
unlikely to occur on any particular watch. Yet, large accidents may involve multiple
casualties, large sums of money, and enormous environmental costs. For example, as it
will be discussed further, the design guidelines for fire protection are geared towards the
control of minor incidents and are inadequate to protect the system from major events. If
and when a large accident occurs, the tendency is to call it a "freak event” that was
unpredictable and simply should not have happened. Probabilities are sometimes used
a posteriori to claim that the likelinood of the particuiar chain of events that led to a
catastrophe was so small that the corporation was justified in ignoring its possibiiity (as
discussed above. this result is generally obtained by an accumuilation ot details in the
story). When this happens, the lesson of the accident can be partially iost and the costs
absorbed as "costs of doing business”. Piper Alpha was in this respect an eye opener
that simply could not be ignored. The public, however, is now pressing for higher and
higher punitive costs in order 1o make the costs of real disasters unbearable enough to
force the industry to adopt a longer-term perspective.

|lr [

In an organization that rewards maximum production and operates most of the time
in & rough environment and a demanding world market, the culture is marked by formali
and informal rewards for pushing the system to the limit of its capacity. This production
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increase. unfortunately, sometimes occurs with little understanding of how close one
might be to the rupture point, like infiating a balloon until it pops. When the piatform
clearly operates above the level of pressures for which it was designed. vibrations in the
system are a source of pride. Modifying the design and expanding the system by aading
components and links that allow still greater production levels (“de-bottienecking") is the
name of the game.

However, pushing the enveiope and cutting corners without disaster requires
understanding the consequences of one's actions. This is not often the case (1)
because operators (and apparently, designers as well) are not aware of all the
dependencies of a naturally compiex system. (2) because under-experienced people
are sometimes allowed to run the operations, and (3) because negative experiences
ano stories of near-misses and incidents tend to be ignored and suppressed as they run
counter to the general philoscphy. In other terms. the operators may not really want to
know what couid happen when expanding and increasing the demand (and in particular
they may not want feedback from the people who have designed the system) because
such enquiry may be bring the bad news that increasing the production level may be
dangerous.

In this cultural and economic environment the star is thus the one who shows
unflinching optimism, walks on the edge of the cliff (hopefully without falling), and wins
the battles of "us" {the production people) versus "them" (the safety inspectors. the
government regulators, and other actors in the game who tend to siow down
production). During the Piper Alpha accident, the determination of other piatforms to
continue to produce when they could clearly see signs of a disaster on Piper Alpha was
typicai of this kind of behavior.

1.3 The role of rngmen fety r
Before the Piper Alpha accident. Carson (1582) had already pointed out that the
Bristish government, eager to benefit from the North Sea petroleum, had adopted a
hands-off attitude compared. for example, to that of the Norwegian government where
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the tradition of regulation was generally much stronger. The result was a set of relatively
loose and dispersed connections between the British oil industry and several regulatory
authorities. The British government was very supportive of the petroleum industry for a
variety of political and economic reasons, but in order to allow uninterrupted production,
important safety issues may have been knowingly overiooked by inspection authorities.
Furthermore, in their guidelines, the approach of these governament agencies was to
micromanage the specifics of. design and procedures, removing, in effect, the
responsibility for the resuiting degree of safety from the operating oil companies as tong
as they complied with government specifications. This policy simplified the game for
the offshore operators who succeeded if they could beat the "safety office”. Everything
was permitted unless it was explicitly torbidden; therefore, the emphasis was not on the
actual level of safety achieved but on satisfying regulations without seriously
considering the resulting risk. These regulations were often incomplete because the
reguiator cannot always keep up with developments and expansions in the production
area. Therefore, this process could even stiffle safety innovation itself.

During the Cullen investigation of the Piper Alpha accident (Cull, chap.16}, this
laissez-faire situation was compared to the much more stringent Norwegian approach to
regulation. Aithough for cultural reasons described above, the concept of government
regulation ot oil and gas production is unweicome both in the U.K. and the U.S., it was
pointed out that the Norwegians had been more effective and that, in the U.K., regulation
had to change emphasis in its scope, and focus on the result (actual safety) rather than
on the details (Salter in OQOPPA, 1891). It was also argued that consolidating the
requlatory bodies would allow the oil companies to deal with one single authority in a
more consistent and effective manner. This, of course, implies that the companies
themselives are willing to change, and manage both safety and production tunctions
within more general regulatory requirements.

5.1.4 Separation versys integration of satety functions:
Among other things, the oii companies will face a problem of organizational
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structure: shouid the safety function be separated. or shouid it be integrated into the
production function. The creation of a strong safety office has often been recommended
10 organizations facing critical safety problems (Heimer. 1990) such as NASA after the
Challenger accident. Advice in the literature varies. Many favor a strong safety function
that can impose its views on production (Presidential Commission Report on the
Challenger accident. 1986). Yet, experience with regulation in other industries shows
that the same opposition between production and safety functions can exist inside as
well as outside a corporation when it is in opposition to its regulators. Furthermore.
because industry rewards mostly the production stars, the safety division or office can
quickly become a convenient position to pigeon hole the less productive employees.
This, in turn, further reduces the clout and effectiveness of the safety function.

It seems therefore that separating safety and production is not the best strategy,
and that safety must be an integral part of the proguction process. {In the same way for
exampie, the manufacturing industry has discovered that inspection alone does not
provide quality, but that quality must be the responsibility of everyone in the production
line.} To that end. the incentive system has to be adapted to this goal. rewarding satety
measures and punishing dangerous actions. Governments (in the U.K .as well as in the
U.S.) may seek greater invoivement, but the operators and the production personnei
have to assume the pnimary responsibility for the safety of operations. The first step i1s to
set reasonable production goals and objectives and to allow for contingencies.

A nomi rai r

Making the production personnel responsible tor safety requires that they recewve
appropriate resources, time, and margin ot maneuver in production operations. Yet. the
production sector of the oil companies is pressured by corporate structuring of profit
centers that separate production from refining operations (Bea, 1991). The profits of the
oil business vary with the world price of petroleum and the profits of production are
directly linked to this external variable. in order to meet these goais, production
operations have to adjust to these fluctuations. When the price ot the barre! of oil
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decreases, the production sector absorbs these variations by decreasing its costs. The
costs of research and the costs of non-immediate satety measures are often the first to
be cut, at the expense of longer term financial results and at the rnisk of a disaster.
Refinery operations, by constrast, anjoy a greater stability because accounting methods
isolate them from the world price of the raw materials and measures their resuits as a
function of the seliing price and the volume of the demand.

This arbitrary definition of. profit centers, as if they were separate entities and
independent businesses, is theretore at the fundamental root of some questionable
practices of cost reduction in the production sector, in areas that directly affect the safety
ot operations such as inspection, maintenance, and personnel management,

5.2 Flaws in the design philosophy
501 | [ : . i g e

In line with the production-first, penny-pinching philosophy and the perception that
severe accidents are too rare to be seriously pianned for, is the view that redundancies
are not meant for safety: they are needed to keep production going. This view point.
unfortunately, seems to extend to safety features themselves. Loss of power supply and
of generators means that at the onset of a disaster, there may be no power to activate
the safety features (e.g., the automatic shut down, the pubiic address, and the general
alarm systems) that are designed for these very circumstances. Also. lack of
redundancies in the life boats implies that, if they become inaccessibie, there 1s no
aiternative but to jump into the sea.

Redundancies are particularly critical in the functions of command and control
whose loss ("decapitation”) may prevent the proper functioning of emergency equipment
and procedures. It takes special attention to anticipate and explicitly address
decapitation problems because the linkages that may occur under severe
circumstances are not always obvious in times of normal operations. Decapitation can
occur both at the technical and at the organizational ievel. The system must be able to
function when pans of it are isolated, when centers of command and control are out,
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and wnen the formal head of the organization either 1s dead or has lost control of the
situation.

The most critical systems are electric power production equipment and electric
transmission cables, because electric power is needed to activate most of the
emergency shut down, fire fighting, and evacuation operations. Therefore, power
generation must be located in a safe area, electric cables must be protected. and
alternative emergency (battery.activated) power sources must be provided for each ot
the critical systems in case of tailure of the central supply. And of course, once installed,
these redundancies must be regularly inspected and maintained even though they are
seldom called upon.

Proper design of safety redundancies often requires formal analysis. A probabilistic
system analysis in critical situations allows rational decisions regarding the number, the
site. ana the level of design of the redundancies needed. An example of functional and
fault tree analysis of safety features is presented in Figure 7 and Figure 8 for the design
of an emergency water pumps system. The trade-oft between the cost of additional
redundancies and added safety should be addressed by a decision analysis based on
the costs of each of each alternative. its effect on system safety, and the risk attitude
{utility function) of the corporation.

Avoiding the risk of organizational decapitation requires that the OIM be in a satfe
locaton most of the time. and that in the event of his death or incapacitation. the problem
IS recognized, others are informed. and an aiternative chain of command is set up tc
operate quickly under emergency conditions. Furthermore, a platform network has tc be
able to operate safely in situations of distributed decision making, which requires for
exampile, that the OIMs of other platforms do not wait for orders to stop production when
the oil that they produce is sent to a platform on fire.

An analysis of couplings requires identification (1) of direct causal relations
between a system's faiiures (e.g., the public address' dependence on electric power),
(2) of the external events that can constitute common causes of failure (e.g., a fire that
destroys all the redundancies in the fire pumps), and (3) of the possibilities ot
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propagation of the effects of these external events (fires and blasts). Analysis of causal
relations among tailures and of common causes of failures can be done using event
trees and fault trees. Analysis of fire propagation requires the use of a stochastic
process (e.g., a Markov model) as shown in Section 6. The results for a particular class
of tailure modes can then be inciuded in a general risk analysis model t0 check that
fixing one problem does not create another one elsewhere.

The layout of the topside is guided by area-classification concepts whose goal is t0
separate the flammable vapors expected under normal production conditions from the
sources of ignition, in particular, electrical equipment (W. Gale, 1991). Areas where
vapors are normally expected are classified as Division 1 where expiosion-proof
aquipment is required. Areas where vapors are present only under abnormal conditions
are classified as Division 2 where equipment is required 1o be vapor-tight. The rest is
unclassified: no vapors are assumed to be present and protection is provided only
against small leaks. Furthermore, in the U.S., it there is no electrical equipment in an
area. it is unclassified, which does not mean that fire and blasts hazards do not exist
there. but that it does not include any electrical ignition source.

The objective of such guidelines is to prevent the start of a fire under normal
conditions of operations and to protect the system from minor incidents. Such
requirements do not require actual separation of production modules and other moduies
such as accomodations, the control room, or the radio/telecom room that are critical 1o
survivability (at least there was no such requirement when Piper Alpha was
constructed). For the control rcom, however, electrical classification determines the
design criteria: physical separation and vapor tight separations are required (i.e.,
unpierced bulkhead wall) but there are no specific requirements against fires and blasts.
The control room can be located anywhere in a non-processing area. All that is required
in its design is to bring in fresh air. Therefore, it was not inconsistent with these
guidelines to locate the control room above the production modules ang to put the living
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accomodations next to them (although, as a rule, one generaliy tries to separate process
and accomodations with utilities in-between). insulation for fires and biasts is costly,
separation requires more space and there is great congestion on a typical platform. It is
thus easy to see why unger guidelines that allow for such tight couplings. the
compressor moduie can be placed next to (or even below) the living accomodations.

523 ificat : | i :

Platform systems generally evolve and multiple modifications are made to the
original design, for example. to increase capacity by removing bottlenecks. or to correct
fundamental flaws such as undersized pump. The increase in production capacity
increases mechanical stress in the system, the velocity of the flows and therefore piping
erosion from sand and other paricies. Problems can occur when there is insufficient
feedback to the original designer to check that these modifications do not create
couplings and hazards (that may not be directly visible), or that the production capacity
and the pressures after modification are compatible with the design characteristics and
maintenance schedule. The actual criterion is trial and error: does the system seem abie
to sustain an increase of load? There is generally no attempt to check by analytical
reascning, before a real life test, how these changes affect the probabilities of external
or internal accident initiators, loads. and transients for the expanded or inflated system,
and its ability to respond. Also. crganic growth brings with it. for the same functions. a
whole new set of compiexities and weaknesses that would not have occured if these
functions nad been pianned for in the initial design phase. This tinkering with the system
on one nand allbws for imaginative innovations, but on the other hand. can prove fatal
unless there is a clear understanding of the characteristics in its final state. One of the
benefits of developing a probabilistic risk analysis model for each system at the design
stage and of using it as a "living document”, updated and modified as the system
evolves and responds, is to be able to check the effects of this organic growth.
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Fire risk is accounted for, in the design of the top side, by trying to prevent (as
described above) the co-existence of vapors and ignition sources, and by providing
means of fire fighting in the event of a fire. Fire protection thus relies on fire pumps,
water spray and deluge systems, resistive coatings, and steel fire-proofing. Fire loads,
however, are not directly accounted for in the design of the structure (Gale and Bea,
1981) in the way wave loads_ are considered. There is no attempt to assess the
probability of ditferent fire loads to which the structure might be subjected and to adjust
the design parameters to provide thermal robustness. i.e., inherent fire resistance. The
same approach that is taken for wave loads could be used to characterize the
uncertainties about the future fire ioaas (as a function of the system design and mode of
operation) and the uncerainties about the system's capacity to sustain these loads. A
decision analysis based on marginal costs of increased safety and on the risk attitude of
the corporation can allow consistent treatment of the muitipie loads to which the
structure may be subjected. Therefore, such analysis permits placing safety dollars
where they can be most efficient at risk reduction.

Setting fire criteria, however, may be more complex than setting criteria for waves
because the occurrences of tires is not a stable external environmental factor. Therefore.
there is more uncertainty for a particular plattorm and more variability among piatforms
in the estimation of the future fire igads, even though there may be an abundance of
statistics about platform fires in the industry as a whole.

5.3 Negligence and errors in personnel management

T inti f

As it was pointed out eariier, the system of temporary promotion allows the oil
companies 1o fully utilize available personne! ic replace off duty emplioyees and to avoid
having to bring on board higher ranking individuals. This temporary promotion system,
however, does not guarantee that appropriate experience is available when needed (for
example, under high production pressures). Furthermore, there seems to be inadegquate

40



Elisapeth Paté-Cornell
Fiper Alpha

redundancy in human tunctions. especially in the supervision of the production and
maintenance crews. At the time of the Piper Aipha accident, the number of peopie wno
were operating a fully loaded system was clearly insufficient. In many cases. operators
are overpurdened by several functions and choose to attend to the most pressing
problems. As with many other organizational issues, these problems are rooted in the
way the oil companies implement their strategy to cut production (and personnel) costs.

5.3.2 Failure 1o learn

The culture of the whole industry is conducive to ignoring small incidents ang near _

misses that do not resuft in a full scale accidents. The fact that a severe accident did not

occur seems to be sufficient proof that the system works and that "an inch is as good as
a miie". The possibility that several minor problems could occur at the same time does
not seem to be considered. Consequently, small, isolated incidents are seldom
discussed openly since they would constitute a black mark for the personnel invoived.
Therefore. the same problems are likely to recur elsewhere.

In fact. even when an accident does occur, appropriate measures to avoid its
recurrence are not necessarily taken. The permit-to-work system, for example. had failed
many times, in particutar on Piper Alpha in 1887, when a worker was killed in an
accident in the A module (Cull. p.197). The accident was the resuit of a breakdown of
communications in the permit-to-work system and an error in the shift handovers. In
spite of memos and warnings to other OIMs, the lesson was not learned on Piper Alpha
itseilf.

5.4 Insufficient attention to maintenance and inspection

y o it ter-

The permit-to-work system is described in great detail in the Cullen report (1890).
Its deficiencies may not be in the formal procedures themselves but in their practical
applications. For example, negligence and & culture of cutting corners allow multiple

jobs on a single permit. The communication problem that occurred on Piper Alpha is a
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general one: “uniess he was involved himself in suspending a permit, a night-shift lead
production operator would not know which permits had been suspended and
accordingly what equipment had been isolated for maintenance purposes.” (Cull.
pp.192-193). Again, the peopie who perform the work do not seem to understand clearly
(much less be willing to communicate) dependencies and couplings among
components, and how maintenance of one affects the others. The question is simply not
addressed. _

It may be that the formai procedures are too complicated for the workers who
perform the job and that they consider it necessary to take short cuts to alleviate the
load. If that is the case, the procedures themselves should be streamiined and simplified
SO as to remove the source of the problem.

5.4.2 Minimum response to inspections: safety features as extra baggage

The primary concern being to maintain the flow, the objective is to do minimum
maintenance, just enough to keep producing and to set records of duration between
turnarounds, when the system must be shut down for maintenance and cleaning. In this
perspective, safety issues are not parn of the picture. As pointed out earlier, the satety
inspections performed by government authorities as well as corporate personnel weare
generally minimal or ineffective because inspectors sometimes iooked the other way in
order to permit uninterrupted production.

In addition, the custom seems to have been minimum response to this minimum
inspection. Defects are corrected where they are found but there is often no attempt to
find out if the same defects exist elsewhere, much less to seek to correct them. This
problem is in part a problem of communication, but mostly one of priorities. Altogether,
inspection and maintenance of safety features have been low on the priority list, at least
prior to the loss of Piper Alpha. If these features seem like extra baggage even at the
design stage, they are the most iikely to be neglected when resources are scarce,
personnel are reduced 1o a minimum, and everyone's attention is focused on pushing
production to the limits of the system.
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6. BENEFITS OF RISK REDUCTION MEASURES

For most of the basic events of the Piper Alpha accident sequence. there are
possible technical improvements: for example, “add a redundancy”, or "reintorce the
component against blasts and fires". In the same way, for many of the decisions and
actions associated with these basic events, there are procedures that may decrease the
probabiiities of errors by forbidding certain practices, or by rewarding workers for
discovering and fixing problems. Finally, for many of the organizational features
described above. there are modifications that may improve individual decisions and
reduce the risks of failures and accidents. Often, the costs are those of reducing or
interrupting production. Many of these possible improvements can be derived directly
from the description of the probiem as presented in the previous sections and have
been listed in the Cullen report (Cull. Recommendations). The recent Conference on
Oftshore Operations Post Piper Aipha (OOPPA, 1991) presented a certain number of
propocsed (or aiready implemented) improvements. Technical improvements invoive. for
example. new materials for fire and blast protection (Hu), safer accommodation
inciuding a temporary safe refuge (Godfrey), and better fire detection devices (Watkins).
QOrganizational improvements include better regulation {Daneuberg and Schneider)
ang corporate management (Dawsaon). Using the decision analysis framework and a
coarse estimate ot the benefits of each aiternative. one can set priorities and choose
among these measures. Most of these modifications aftect several components or
phases of operations: therefore. they may influence the probability ot several failure
modes. System analysis and risk analysis involving fault trees. event trees, and
stochastic processes { OOPPA91: Besse et al.. Fitzgerald and Grant. ibid.) can help
capture these dependencies. The risk analysis model, however, must be extended to
include decisions and actions and organizational features in order tc assess the
benefits of improving management.

6.1. The extended risk analysis model

Computation of the benefits of various risk reduction measures requires a general
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risk analysis model. i.e., a model linking initiating events to a probability distribution for
the losses per time unit. The benefits are then calculated as the differences of the
probabilities of accident scenarios (and/or by the differences of the expected values of
the annual losses) with and without the proposed measures.

The probabilities of decisions and actions can be modified either directly, for
example, by forbidding certain practices, or indirectly by modification of the organization,
for instance, by changing the reward structure. In turn these measures thus affect the
occurrences of the failure modes. Assessment of their benefits requires conditioning the
basic probabilities of the risk analysis model on these decisions and actions, and if
applicable, conditioning these decisions and actions on relevant characteristics of the
organization.

Let {in} be the set of possible initiating events (e.g., fires, blasts, wave loads,
earthquakes, boat collisions), {fisty,} the set of possible final states (characterized for
instance by a Boolean vector such as [0,1,1,0,0....,1) indicating whether the different
components are functioning or have failed), and {loss,} a partition of the set of possibie
loss levels. The probability distribution p(lossy) for all k thus represents a discretization
of the distribution of the annual losses. If the initiating events are described by their
annual probabilities of occurrence p(in;), the risk analysis model! that characterizes the

annual losses can be writtan:

p(lossy) = Zz p{ing) x ptiistyling) x p(loss|fisty) for all k. Eg.1
i m

The probabilities p(fistyling) (final states conditional on initiating events) are the
results of avent tree and fault tree analyses that indicate which components can be
affected by the considered initiating event and its further developments, and which
failure mode (or accident sequence) can occur. The probability p(lossy|fisty) is the resuit
of the consequence model, generaily a vector of two elements (casualties and property
damage) linking the human and economic losses to the final state of the system.
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To iﬁclude in this model the eftect of relevant decisions and actions {An} requires
conditioning the probabilities of Equation 1 to the alements of the set {A,} (Note that the
An's can affect separately all the elements of the previous equation). The A,'s are
structured so that they constitue an exhaustive, mutually exclusive set of classes of
decisions or actions that aftect the platform in the different phases of its lifetime. £ach A,

is described by a vector whose elements represent the outcomes of these classes of
decisions or actions. Equation 1 can thus be written:

plossy) = 2.2.2 P(An) x Pini|Aq) X plfistmlin, An) X p(ossilfistm, An) Eq.2
I mn

Finally, the effects of different organizational factors {Oy} on the risk are assessed

by computing their effects on the probability of decisions and actions which, in turn,

affect the probability of the possible accident sequences. The Op's thus affect the

elements of Equation 1 only to the extent that they affect the probabilities of the

corresponding Ap's. The probability of the different loss levels given a state Oy, of the

organization is thus:

p(10sS|On) = 2,22 P(Aq [On ) X P(inlAq) X Plfistmlin, An) x p{lossifistm, An) Ea.3
I mn

The resuits of technical improvements (insulation, decouplings, redundancies, etc.)
are measured directly in Equation 1 by their effects on the probabilities of initiating
avents (e.g., the corresponding decrease of the probability of fire), on the probabilities of
the tinal system states (e.g., the decrease in the probability of fire propagation among
components), and on the loss function (e.g., an increase in the probability of success of
evacuation operations). The overali result is a reduction of the annual probability of
difterent leveis of losses, and therefore of the expected value of the annuai losses.

The results of arganizational improvements (e.g., incentives for safety) are
measured in Equations 3 by their effects on the probabilities of different actions and
decision outcomes and consegquently, on the overall loss levels. For example, a

45



Elisabeth Paté-Cornell
Piper Aipha

decision to decrease temporarily the production level because of excessive vibrations
decreases the probability of pipe rupture (and therefore of the probability of the initiating
event: leak followed by fire and explosio‘ns). A decision 1o improve maintenance
operations decreases both the probability of an initial fire and the probability that it
propagates once it starts. A decision to have on board four experienced operators
instead of two relatively inexperienced ones increases the probabiiity that an initiating
incident is quickly discovered and fixed, therefore decreases the probahility of
propagation to other modules if a fire occurs, and may decrease the probability of
severe human losses even if several modules are destroyed.

Finally, for many of the organizational features described above, one can consider
a certain number of modifications that reduce the risk of failures and accidents by
reducing the probability of dangerous decisions and actions and consequently, the
probability of the basic events of the failure modes. Thase benefits sometimes occur at
the cost of reducing or interrupting production. For instance, increased inspection and
maintenance, decreased pressure in the system (therefore, reduction of the rate at
which sand and other particles erods the pipes), all imply a lower production level in the
short term. The effects of these organizational modifications are measured in the model
above by their modification of the probabilities of the decisions and actions that lead to
the basic events of one or more failure modes. Many of these possible improvements
can be derived directly from the description of the problems that led to the Piper Alpha
accident and have been iisted in the Cullen report (Cullen, Recommendations). Most of
these modifications affect several components or phases of operations, therefore, they
may intluence the probability of several failure modes. A complete system analysis
(possibly at a high level of aggregation) may be needed to capture these dependencies.

6.2 Reduction of the risk of loss of life in fireas on board plattorms
To illustrate the general model above, consider the problem of assessing the
benefits of reducing the risk of losses in fires on board a platform by improving the

system of emergency water pumps. For the initiating event in; = “fire", further
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specifications are needed: (1) where it stanted (location noted loc)) and (2) at what jeve!
of initial severity {noted sevj). The analysis is then done in several steps:

* Logical analysis of the functions involved and fault tree analysis.

* Probabilistic analysis of the different failure modes tfor the top event: "failure of
emergency pumping”.

* Computation of the probability of fire start and propagation to the location of the
pumps and their accesses, using a Markov model. (The final system's state is described
by the vectors fist,,. The probability computed here is that of the fisty's in which the
element corresponding to the emergency fire pumps indicates that they do not function.)

" Assessment of the benefits (risk reduction) of several types of measures (e.g.,
addition of a second manual redundancy, or improvement of the protection of the pumps

against the effects of fires and blasts) by computing the contribution of the pumps to the
overail level of losses in fires.

§.2.1 Event tree and fault tree analysis _
The annual probability of the level of losses k is obtained by summing the joint
probability of losses k. fire (initial location and severity), and final system states.

p(lossy) = zz,zp(fire)xp(ioc!jfire) X p(sevjlfire. locy) x pfisty|fire. loc; sevj) x p(lossy|fisty)
m | je > < > < >

fire initial state fire propagation final losses

Eq.4

The vectors fisty, represent the possible final system states and the loss of the

pumps may be one element of each fisty,. Therefore, a key element of the probability
p(fistmifire. loc), sevy) is the probability of tailure of the fire pumps. It can be analyzed by

the simplified functional diagram (Henley and Kumamoto, 1981) shown in Figure 8. The
function "water feed" is needed for both manuai and automatic functions. The automatic
pump requires electric power (i.e., that the power supply and electric cables are both
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functioning) and that the electric pump itself functions. The manual pump requires that
an operator is available, that the access has not been blocked, and that the pump itself
functions.

The fault tree corresponding to the top event T = "the water pumps do not function”
is represented in Figure 9. Each failure event is noted by a Boolean variable X, and X is

equal to 1 if the corresponding eiement does not function. The Boolean poiynomial
corresponding to this fault tree is:

T=W+(E+C+EP)x(A+0O+MP) Eq.5
Expansion of this polynomial yieids the ten failure modes of the pumps:

T =W + ExA + CxA + EPxA + ExO + CxO + EPxO + ExMP + CxMP + EPxMP Eq.6
The probability of failure of the pumping function is thus:

p(T) = p(W) + p(E) x p(AIE) + p(C) x p(AIC) + p(EP) x p(A|EP} + p(E) x p(OIE) +
p(C) x p(OIC) + p(EP) x p(OIEP)+ p(E) x p(MPIE) + p(C) x p(MP|C) + p(EP) x p(MPIEP)
- ¥ p(two failure modes at a time) + 2, p(three faiiure modes) ...etc. Eq.7

Given the strong dependencies introduced by the possibility of accident initiators
such as fires, the probabilities that two or more failure modes occur at the same time can
be high. Theretore, in Equation 7, these terms must be explicitly computed. An example
of two failure modes at a time is the conjunction: E xO x EP x A.

Fire is one of the “common causes of failure" that can affect the probability of all ten
tailure modes. The probability of losing the fire pumping function in a fire (event F)
depends on the location | of the fire start and on the severity j of the initial fire. If one
restricts the top event T to the loss of emergency pumping in a fire, Equation 7 becomes:
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p(T) = p(F) x p(TiF)

= p(F) x 2.2 [B(WIF. loc, sev)) + p(EIF. locy, sev) x pAIF, E. loc,, sev) + ...] Eq8
L

£.2.2 Markov gnalysis ot fire deveiopment

Fault tree (and to some extent, event tree) analyses are static ones. They do not
allow computation of the evolution over time of a phenomenon such as fire propagation.
To do so requires a stochasti-c process analysis, the result of wnich provides the
probability of the different states after t time units. Consider, for exampie, one particular
failure mode of T: CxA, i.e., "Access routes are blocked by the fire" (theretore there is no
manual pump activation) AND "Electnc cables are destroyed by the fire" (therefore. the
electric pump does not work). Assume that the cables and the ac:c;zss routes are located
in close proximity. Assume aiso, for simplicity of illustration, that the fire can start only in
one particular location (Module 1) in one of two leveis of intensity (low intensity: severity
1, high intensity: severity 2). Finally, assume that the fire has to reach location 2 (Module
2. close to the emergency pumps) ang the higher level of intensity (severity 2. for
example. to break through a tire wall) before it can propagate to Module 3 where the
emergency pumps are located. The probabilities of the different states of the subsystem
Cables AND Access after t time units can be computed using the Markov chain described
in Figure 9.

In Figure 9, C represents the state of the electric cables (CO: no damage, C1 minor
damage by fire but still functioning, C2: failure due to fire) and A represents the state of
the access to the manual pump (i.e., the space that must be crossed to reach the pump
from other locations). In the same way: A0 means that the fire has not reached the
access. A1 that the pump can still be reached but that fire and smoke are beginning to
invade the space, and A2 that the pumps are inaccessible. The initial states of the
cables and the access to the pumps while they are still undamaged but as the fire stars
and propagates (C0-AQ) have been grouped for clarity in Figure 9. The final state C2-A2
represents the failure mode CxA of the water pumps.

This Markov chain has 12 states numbered from 1 to 12 by cotumn in Figure 9
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(state 1: CO-AQ, location 1, severity 1, ...; state 5: C0-A1; ...; state7: C1-AD; ..., state 12:
C2-A2). It is assumed here that the fire always grows and damages the two components
C and A continuously (i.e., without jumps in severity levels). -.man intervention is not
modeled here explicitly (see Appendix for an example of several growth rates
corresponding to different phasaes of fire fighting). The probabilities of transition among
states depend on fire fighting activities and on the availability of water (i.e., whether or
not the other failure modes of the emergency pumps have cccurred before CxA). Once
the fire has reached Module 3 (states 5 to 12), the severity of the fire is represented only
indirectly by its effects on the cables and the access to the pump.

The initial vector P{0) represents the probabilities of the initial severity leveis given
that a fire starts in Module 1.

P(0) = [p0(1), p0(2), 0, ..., 0] . Ea. 9

Let ] be the transition matrix corresponding to this system: n; is the probability of

transition from state i to state j per time unit (e.g., 1 mn). The probability that the system is
in each of the 12 states after t time units is given by the vector P(t):

Pty = PO)x IT! Eq. 10

The probability that the failure mode C2-A2 has occurred before t or at time t is the
tweifth element of this vector P(t) noted P,,(t). One can then obtain the probability
distribution of the time to failure of the water pumps through this particular failure mode.
Similar models can be developed for the other failure modes involving fire propagation.

6.2.3 Benefits of safety measures

This analysis {and similar ones for the other nine tailure modes, and possibly for
some conjunctions of failure modes) permits the assessment of the benefits of a certain
number o! measures aimed at reducing the probability that the fire pumps are
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unavailable in a fire. Exampies of such measures include:

* Design: Insulation of the fire pumps (better layout or reinforced fire protection of
the pumps area) -> Effect: to decrease the probability of transition between initial states
COC-A0 and any of the other states.

* Design: Decoupling, given a fire, of the access to the manual pumps and the
electric cables: -> Effect: to decrease the corresponding probabilities of transition
between Ci-Aj and Ci+1-Aj+1 (e.g., C0-AD to C1-A1).

* Operations: Procedures forbidding closing the water inlet (protection of the divers
through other means): -> Effect: to decrease the probability of failure mode W.

" Operations: Human redundancy in the operation of the manual pumps (several
individuals can access and operate the pumps) -> Effect: to decrease the probability of
failure modes ExQO, EPxC, and CxO which involve an operator.

* QOperations: Change in the paolicy allowing less experienced personnel to operate
the platform: -> Effect: to decrease the probability that a fire stars, the probability that the
fire, given that it stants, reaches Module 2 and Module 3 (where the emergency pumps
are located), and the probability that no operator is available in the case where the
automatic pumps do not function. in the mode! presented above for the failure mode
CxA. these are the probability of fire p(F), the conditional probability P,(0) that the fire
starts at a high intensity level, and the probabilities &; which characterize transition to
higher damage or fire intensity states.

* Operations: Improvement of the maintenance procedure (more thorough or more
frequent) that decrease the propability of leaks in pumps and valves: -> Effect: to
decrease the probability of fire p(F) and the probability that the fire staris at a high level
of intensity p5(0) if it does.

An overail evailuation of the benefits of measures aimed at decreasing the
probability of losing water pumps in a fire must thus be done in the following way:

1. Assessment of the contribution of fires and blasts to the overall probability of platform
faifure.

2. Contribution of the failure of emergency pumps to the the probability of losing the
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platterm given that a fire stans.

3. Contribution ot each of the failure modes to the probability of failure of the emergency
pump system.

4. Computation of the reduction of the probabilities of these failure modes as a function
of the reduction of specific initial or transition probabiiities such as those identified
above. Several types of improvements such as layout modifications, fire protection, and
other measures aimed at decoupling the different pants of the system have multiple
benefits because they reduce the probabilities of several failure modes. Improvements
of the inspection and maintenance procedures allow adapting interventions to the loads
ang deterioration of each component. The choice of maintenance on schedule or on
demand can be supported by a decision analysis (Paté-Cornell et al., 1987).

7. CONCLUSIONS .

Many of the events that led to the Piper Alpha accident were clearly rooted in the
culture. the structure, and the procedures of Occidental Petroleum and of the oil and gas
industry.in general. At the heart of the problem was a very high production level that was
inappropriate both for the system's capacity and the personnel's experience. This
proauction gecision was made by the highest corporate authorities without sufficient
feeaback and understanding of its effects on the satfety of operations. Because of a poor
method of assessment of the internal financial results of the different segments of the oil
companies. it is the production pan of the corporation that often finds itself under
pressures. Measures that are then taken to save money in the short term have led to
understaffed facilities and less experienced. overworked operators. Because they must
attend to immediate probiems. these operators are unable to focus on accident
prevention, which does not seem to be at {(or even near) the forefront of the corporation's
concerns in any case. Government regulations have generally been fought by the oil
industry (fearing interference and loss of contral) both in the U.S. and in the U.K. At the
time of the accident, the dispersion of the regulatory authorities and the interasts of the
British government in an accelerated oil production contributed to the neglect of the
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safety features and procedures on boara the piatforms. The mainmienance error that
eventually led to the initial leak was the result of inexperience, poor maintenance
procedures. and deficient learning mechanisms.

Several kinds of improvements can be envisioned to reduce the probability of a
future accident cof the Piper Alpha type and of other classes of accident sharing with
Piper Alpha some common technical or organizational roots. in general. there is a clear
need for a change of the design guidelines and adoption of severe accident critera.
Technical measures that invoive the design include: fire protection of the structure itself,
improvement cf the layout (decoupling of the modules), and improvement of fire
protection. In addition. improvement of the inspection and maintenance procedures.
personnel safety and evacuation procedures. and better coordination and
communications among platforms in a network should reduce the risk iocally. Yet.
nothing will change fundamentally uniess the oil companies themseives decide to
promote a safety culture (Weick, 1987), to alleviate the production pressures under
dangerous circumstances. and 1o provide consistent incentives for accident prevention.
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Figure 3: Hierarchy of root causes of system failures:

Management decisions. human errors. and component failures.
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damage but stifl functioning: index 2: damaged by fire, failure state.

Figure 9: Markov diagram and transition among states for the subsystem: access to
water pump(s) {A) and electric cables (C) feeding the electric pump(s)
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9. APPENDIX

Fire nsks in Qil Refineries: Economic Analysis of Camera Monitoring
M. Elisabeth Paté-Cornell

Risk Analysis, Vol. 5. No. 4, pp. 277-288.
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Fire Risks in Qil Refineries: Economic Analysis of Camera

Monitoring

M. Elisabeth Paté-Cornell®

Recetwed Juiv 31. 1984 revised Mav 10. 1985

A probabilistic method 1s presented to evaluate the economuc value of fire momonng by -
ciosed circunt TV camera 1n petroleum refinenes. The proposed model 1s restncied 1o the

analvsis of risk reduction 1n an area where fires can be caused enther by pump failure or bv

failure of valves and unes. The benefits come {rom reducing the ume dunng wnich the fire

zrows undetected. Fire growth and expected values of losses are anaivzed bv a Markov model

that includes (ive phases: (1) active undetecied growth. (2) detection. (3} fire growth at e

beginmung of the firemen’s inervenuon. (4) fire conwol. and (5) fire extncuon, The resuits

{e.g.. the expected net present value of the investment) show that the proposed monitonnz

investment is attractive for an illustratve example.

KEY WORDS: Fire: nsk assessment; Markov model: warnung sysiems: cost-beneilt anaivsis: petroleum

refinenes. camera monuonng

1. INTRODUCTION

The Amencan Petroleum Insutute reported fire-
reiated losses averaging 5114 mullion per vear for the
penod 1976 to 1980. with a high value of 3316
mullion 1n 1980," = *%% Of these losses, an average of
$69 mullion. or 60%. occurred in oil refinenes. Table |
shows these resuits and the corresponding average
loss per ol refinery.

Efforts are constantly being made to decrease
thus nsk to hfe and property.® One method of
mutigaung fire losses is through eariv detecuon of
fires. which reduces the risk of fire spreading. in
parucuiar. momutoring by closed circuit TV cameras
tfixed or sweeping) allows the operator 1n the control
room to immediately noufy the fire department. It is
often difficult. however. for the Fire Protecuon Staff
to jusufy this investment because. whereas global

"Associale Professor. Department of Indusinal Engineenng. Stan-

ford Unuversitn, Stanford. Califormua 94305

2n

statisucs on fire losses exst. the statistical data are
seldom sufficient for the particular spot in whach the
device 15 to be located.

What 1s proposed here is a method of cosr-
benefit analvsis under uncertainry using probabilistic
risk assessment of different ievels of annual fire losses
1n a given area with and without the proposed camera.
The assumpuon is that only financial losses occur.
and the possibility of human death or injury was not
considered here. As an illustration. the costs and the
benefits of a closed circuit TV camera were evaluated
for a chosen sensitive zone of the refinery where fires
can be caused by the failure of a pump or a vaive or a
line. This model can be used to show the company
management how such a protective investment com-
pares with other protecuive and productive alterna-
tives. The results include a present net vaiue of cash
flow. an internal rate of return, and a benefit-cost
ratio corresponding to expected values of benefits
and costs. It is understood that. if appropnate. other
risk attitudes can be introduced by a nonlinear utlity
funcuon.

UI72-4312 /85 /1200-0277304 3041 TL9RS Society Jor Rk Anaesis



Table I. Amencan Petroleum Insutute’s Fire Related Losses 1See Refs. 1-5)

Yeariy
Totwal fire Rehnerv Fracuon of ave. foss per
losses iire losses  losses occurnng  Numberof ol refinery
Year (milion$) (million$) nrefinenes refinenes s
1980 3le0 1878 59% —_ —
1579 111.0 "1 e 166 476.000
1978 S48 0.8 59% 153 134,000
1977 84 0 4G0 62% 124 323,000
1976 54 178 9% 133 134.000

Paté-Cornell

The basic method is a Markov modeiling of the
fire growth. detection. and exuncuion with and
without the camera. This study is one particular
appiication of a more general theorvy of waming
svstems.'” The general model included the possibility
of Type | and Tvpe Il errors: Tvpe 1 errors corre-
spond to a situation where the event occurs but the
signal i1s nmussed. and Tvpe Il errors are false alerts. In
the case of camera monitoring, however. there is
virtually no possibiiity of false alert (Tvpe 1l error).
The focus here is on the consequences of Tvpe |
errors. or rather Tvpe [ delays. The operator in the
control room may fail 10 nouce the fire on the
television screen for a certain ume. The probability
distnbution assumed for this delav determunes the
extent of fire-spread. and. therefore. 1the additional
iosses due to Tvpe | errors.

It would be prohibitively expensive 10 place the
whole refinery under camera monutoning. The first
question 1s. therefore. to identify places where the
camera would be most eifective. With the help of the
personnel of Standard Oil of Califorrua and the
Richmond Chevron Refinery, pnime iocanons or fire
starts were identified as follows:

e the tanks:
e 1he fire boxes;

e areas of concentration of pumps. valves. and
lines.

It was decided to focus on the third tvpe of
location. For a given area. the problem is to evaiuate.
for example. a 360° sweeping camera whose field of
monitoring can be reduced by biind spots. In the
zone actually monitored. it is assumed that fires can
be caused either by pump failure. or by failure of
valves and lines. For one fire. one computes the
expected value of losses under current monitoring.
One then introduces the probability distnbution of

the annual number of fires of each of the two types
occurring in the whole refinery. and the probability
that. conditional on the occurrence of a fire some-
where in the refinery, it actually happens in the
monitored area. This allows computation of the ex-
pected value of losses i1n both tvpes of fires 1n the
monitored area. given the present momtonng situa-
tion. This assessment is repeated. assuming monitor-
ing by the proposed svsiem. to obtain by difference
the expected value of the annual benefits of camera
monitoring for the considered spot. Figure | shows a
block-diagram description of this procedure. The
complete results include an assessment of the annual-
ized costs of momtonng (first costs. plus costs of
operations and mainienance) and vanous financial
indicators of the investment performance.

The analysis is done using Bavesian probabili-
ties. based both on statistics (e.g.. annual fire losses in
oil refinertes) and on experts’ judgments (e.g.. prob-
ability of the detection of a fire of given size per ume
unit), This work is generic and is not based on the
case of a specific refinerv; the emphasis 15 on the
development of the methodology rather than on
the numericai resuits themseives. A Pascal computer
code can be found in the onginal report'® along with
intermediate results showing the ume evoiution of
fire losses from the beginning until extincuon for the
considered illustrauive case.

2. MODELING OF FIRE GROWTH

State transition models of fire growth have been
used in the past to model the physical spreading of
fires. Ling and Williamson'® for example. have devei-
oped a model of fire-spread in a room i1n which the
states of the svstem were defined as the successive
ignition of different elements and pieces of furniture,
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Fig. 1. Anaivsis of costs and expected benefits (block diagram)

In the case of fires 1n petroleum refineries. the same
couid have been done. but 1t would have been an
extraordinanly compiex task. As the results of thus
model are financiai quanuues. 1t appeared more di-
rect and simpie o define the sysiemn states as the
amount of dollar losses in the fire at a given ume.

The choice of a Markov model that relies on a
given probability of transition from one fire size 10 a
larger one gives reasonable results. aithough more
refined growth modeis could be designed 10 account
for some memory in the svstem. The process that was
considered is the following:



The fire starts 1n one of three possible sizes
{dollar amount of losses).

The fire mav grow unattended and unde-
tected for a certain number of time perods.
with given probability of transition from state
1o state.

The fire mayv be detected at each time penod.
with a probability that depends on 1ts size.
Once a fire 15 detected. it 1akes a certain
(fixed) number of perieds for the firemen 10
intervene. Initiallv. this delay was estimated
at 2 min. Meanwhile the fire keeps growing
at the same rate as an undetected fire.

Once the firemen start fighting the fire. it still
grows, but at a slower rate than before,

At each ume penod. the fire may be brought
under control with a probability that de-
pends on the size that 11 has reached. The
intensity o the conwrolled fire decreases.
which means that the losses may stll increase
but at a verv siow rate.

INITIAL | ACTIVE
STATE ' GROWTH DETECTION
{ FIRE START) l Growth

T
| SMALL .-----—a SMALL l»!._..;

j

Pate-Comeil

Finailv, at each penod. there 15 3 miven prob-
ability that the controlled fire 1s exunguished
{the smailer the fire. the larger the probabil-
itv of extuncuon): the exunction states are
absorbing siates for the Markov modet.

The systiem at a given ume can. thereiore. be in
one of five phases:

an active. undetected fire (“active” states):

a fire that has just been detected (“*detected”
states);

a still growing fire which firemen are fighting
(" working” states);

a controlled but sull buming fire (“con-
trolled” states):

an exunguished fire (“extinction™ states),

Furthermote, in each phase. the fire can be in one of
the four loss ranges considered. We therefore con-
sider a system that can be in 20 different siates. At a

WORKING
GROWTH

CONTROLLED

GROWTH EXTINCTION

JT;)

)

o
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Fig. 2. Transwon diagram jor Markov modelling of fire growth and detecuon.
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given ume ¢, the svsiem's evoiution can be described
bv a vector of probabilities Pt/) that 1t 15 in one of
these twentv states. This transition process Is de-
icnibed in Fig. 2. It is assumed in thus model that the
fire would not extnguish itself but had to go neces-
saniy through the five phases menuoned here, Of
course. the losses associated with a given fire never
decrease 1n further transinions.

3. COSTS AND BENEFITS OF A MONITORING
CAMERA

The camera 15 assumed 10 be placed 1n a spot
where fires can occur for two reasons: {1) failure of a
pump. or 12) failure of valves and lines. The compu-
tation of costs and benefits of adding a monitonng
camera s done 1n {ive steps (see Appendix 2}

First. we compute the expected benerits of
<amera monitonng for one pump fire. Because of
eariter detection. the probability that the fire finallv
reaches larger sizes decreases. and the expected vaiue
of the losses is smaller with the camera than without
i1. The benefits of the camera in one pump fire are
the expected value of this difference of losses.

Secondiv. we compute the expected vaiue of the
annual loss reduction for all pump fires in the moni-
tored area. To do this, we consider the total number
of pump fires 1n the whole refinery. and the probabil-
iy that given such a fire. 1t occurs in the monitered
area. We then repeat these computations for vaive
and line fires. using corresponding data for our
Markov model of growth and exunction.

Finailv. we add the benefits for both 1vpes of
fires and we compute the global economuc results of
camera monitonng: the benefit-cost ratio. the present
value of the cash flow. and the internal rate of retum
of the investment (as if the expected vaiue of the
expected losses were sure benefits).
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4. ECONOMIC EFFECT OF MONITORING
DELAYS

The new camera may be useless if the operator
in the controi room does not immediatelv nouce the
{ire when it appears on the screen. which tesults 1 2
delav of firemen's intervention. After a short ume.
the fire 15 actually detected by other means of mon-
toring (e.g., peopie passing by). The benefits as com-
puted above may therefore be overesumated.

The potenual delays can be measured as a ran-
dom variable K. The vaiue of X affects the transition
matnx of Appendix 1. The model descnbed in Sec-
tion 3 is run for each possible value of K. The
reduction of the benefits due to these delavs 1s then
computed by companson of loss reduction. gven
minimum intervention time.

This technique can generally be appiied to the
analysis of warrung systems in which the signal can-
not be mussed forever (Tvpe | error). but for a
random number of periods while the background
probiem is still growing unnoticed (Type I delav).

5. NUMERICAL APPLICATION

The numencal exampie that follows is a hvpo-
thetical illustrauon for a very iarge refinerv. All costs
and benefits are evaluated in 1984 dollars. Fire josses
and frequencies for different causes were assessed
after Standard Oil documentaton for a group of nine
refineries for years 1979, 1980, and 1981. %4> For
convenience, given the structure of the data. the
global reference was therefore the potential loss re-
duction in this group of refineries. and the probabil-
ity that given a fire occurrence 1n this group. u
happens in the monitored area in the considered
refinerv. A crude assessment of the probabilities of
growth and extinction was then done through con-
versations with the staff of the Chevron refinerv in

Table 1. Pump Fires' Growth. Detecuon. zud Extincuon Probabilities for the Area With and Without the New Camera

Dollar  Probability Lindetected Detecuon Detecuon Working Controlied Probabilits
iuss of fire growth probability  probability fire growth Probability fire growth af
ior eacn rruual 1iransihon matnx) without the with the {Lransition matnx) of (IfANSIUOR Mainx) fire
fire size  fire size ! 2 3 4 newcamera newcamera | 2 3 4 firecontrol ] 1 3 4 exuncuon
5000 8% 085 013 002 000 1360 080 U 010 000 Q.00 .80 097 003 000 000 190
14,000 0.1l 000 08s 01} 002 063 085 udd 09 0110 0.00 070 000 094 006 000 60
247,000 202 000 000 085 015 070 0.90 000 Q00 085 015 0.60 0.00 G00 043 007 U 40
. 300.000 1 00 300 000 000 100 075 098 000 000 000 1.00 0.50 000 000 000 1.00 n10
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Table 1II. Expected Benefit of Momionng Ail Pumps*

Total numper
of pump
fires thus vear

Expected
beneiit given
thus many fires

Probambiv of
this manv {ires”

! 0.0182 +4.660
- 0.0303 %9320
: 0).04%5 133.981
4 0.0606 178,641
3 0.0787 221301
& 0.0909 267.961
h 0.0852 312621
4 3.0795 357281
9 4.0738 401.942
10 00681 - 446,602
11 0.0625 491,262
12 0.0568 535922
13 00511 3R0.582
14 0.0454 625,343
15 0.0397 569.903
16 00340 714,563
M 10283 "89.2213
1% 10226 x03.881
19 00169 RdR,543
20 00112 893,204
=l 0.0055 v37.864

“ Overail expected beneiit of
3416.021.
"Conditionai on the occurre

‘=raall pumps =

ng (rom
J pump {alure. we assume 0 that it
occurs 1n the monitered nual ex-

pected savings will be 3§,

Richmond. Califormia. It
sponding umes to fire ¢
alisuc. The basic time
ume (between detectior (ntervention|
15 onginaliv estimated f 2 mun.then
replaced bv a random vanable .. uviuei to check the
economue effects of detection delavs. Tabie I shows
the input probability data with and withous the pro-
posed camera. Table III shows the annual distribu-
uon of the total number of pump fires in the consid-

at the corre-
enerally re-
‘he response

Paté-Comell

Table V. Expecied Benefit of Monstonng All
Lines and Valves-

Total numper

Expectes
of vaive & line

Probability of beneful miven

fires s vear thus manv fires® thus manv fires
1 0.0667 3]1.588
2 0.1333 63175
3 0.2000 94,763
4 01716 116,351
& 0.1430 15791¢
6 0.1144 189.526
7 0.0858 .14
R J.0872 252,702
4 0.0286 284.2%0

10 - 0.0000 15877

“Overall expected beneiit of momtonng all vaives ana
lines = 3136.985.

"Condonal on the occurrence of a fire starung esther
[tom a valve or line {alure. we assume a probability
0010 that i1 occurs in the monutored area. Thus. tne
Jnnual expected savings will be §1.370

ered group of nine refineries. and the annual benefit
of monitonng the considered spot. Tables [V and V
show the same inpuls and results for valve and line
fires.

The totai annual benefit (avoided losses) of the
camera 1s:

b= $1.370 + $8.320 = $9.690

The imuial cost of the camera is assumed 1o be
$20.000. the operauon and maintenance cost to be $3
per day or 31,825 per vear. and the rate of discount
12%. The economic life of the camera 15 expecied to
be 10 vr. The total equivalent uniform annual cost 15
therefore 34,525.

The economic resuits are therefore: (1) Expected
benefit-cost ratio: 2.14: (2) Expected net present value
of the cash flow over 10 vr: $58.650 (expected pavback

Table V. Line or Valve Fires' Growth. Detecuon. and Extincuon Probabilities for the Area With and Withoul the New Camera

Dollar  Probabiiany Undetected Detection Detection Workung Controiled Probabiliy
loss of fire growth probability  probabilitv fire growth Probability fire growth of

lor eacn inaual [transiuon matnx) without the with the {Iranstion masnx} of 11ransIon matnx) lire

fire size fire size 1 2 3 4  newcamera newcamera | 2 ] 4 fire control 1 2 1 4 exuncuon
5.000 093 0.8 013 002 000 0 40 080 090 010 000 000 0.80 uv99 001 000 000 u
317,000 a07 000 075 025 Q.00 045 088 000 081 019 000 0.70 000 09 010 000 iy 60
155.000 000 0.00 000 100 000 0.50 G 90 000 000 1.00 000 0.60 000 000 100 000 0 30
1.500.000 100 300 000 000 1.00 0.55 098 000 000 Q00 1.00 n.50 000 000 000 100 [T 11]
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penod between 2 and 3 vri. (3) Internal rate of return
tas 1i expected benefits were certain): 38%.

The economuc implicauons of the method used
and the value of the results are discussed 1n the next
paragraph: but one can aiready conclude that the
nsk-indifferent investor who relies on expected values
of costs and benefits for his invesiments tand
a fornor the nsk-averse decision maker) will find the
prolect economucally artracuve.

%1 Effect of Type | Delays

The results above were computed assurmung that
the operalor immediatelv nouces the fire on the
monitonng screen and that the firemen mtervene two
minutes after the fire is detected. The response ume.
however. can be greater. Table VI shows a prob-
ability distritbution for Tvpe | delays and the effects
ot these delavs on the expected value of losses in one
fire. These results were obtained using the modeis
Jdescnibed 1n Appendix 2 with different vaiues of &.
When the delav exceeds 3 mun for pump fires or 4
min for valve and line fires. the fire 1s iikelv 10 be
detected bv conventional means before 1t 1s noticed
by the operator ithe model then would show greater
losses Tor camera momtonng than for present detec-
uon). It is. therefore. assumed here that the current
means of fire detection are kept in operauon after the
new svstem 1s adopted.

The expecied value of benelits of the new camera
ior the detection of pump iires 1s $40.500 per fire
vinstead of $45.000. assumuing 2 mun response time),
necause with probability 0.1. the fire will be e xcted
by current means rather than bv the proposed camera.
For valve and lne fires. the expected value of the
benefits 15 529.000. accounung for possible delavs.
instead of $31.6 - for the 2 mun response ume. The
:xpected value .. the annual benefits 1s 38.812 (in-
stead of $9.690). showing a 9% reducuon due 10
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potenuai Type | delays. The project. however. re-
mains attractive to the nsk-indifferent tand therefore
1o the nsk-averse) decision maker.

6. CONCLUSIONS

The probabilistic method presented here aliows
one to perform a difficult task: the evaiuation of a
safetv investment with uncertain returns. In the ii-
Justrative case presented here, one can show that the
proposed momnutoring by cameras of one specific area
has a large positive net present value over the pro-
posed economic life of the investment. a benefit-cost
ratio greater than two. and an internal rate of return
between 30% and 40%.

The model presented here inciudes the effect of
Tvpe | delays on the overall pertormance of the
equipment. To include the effects of the svsiem's
reliability on these resuits. the benefits can simpiv be
multiplied by the expected proporuon of operauon
time. expected annual repair costs should then be
added to the total annualized cost. Economic compu-
tations are done assumung that the decision maker is
nsk-indifferent and makes investment decisions on
the basis of expected values. This is a reasonable
assumption because of the relativelv low range of
costs and benefits considered here. If the companv 15
risk-averse. and willing to spend greater sums to
reduce large losses, the method can simply be mod-
ified by repiacing loss reductions bv the correspond-
ing value of the firm’s unlity function.

The method iself is general and can De used
with little or no modificauons 1o assess the value of
any device or procedure of fire detecuon and fire
prevenuon in ol refinentes. The corresponding data
would have to be collected to model the growth and
extinction of other tvpes of fires {e.g.. fires onginated
in petroleumn tanks). With appropnate parameters.
the method couid also be used for fire detecuon 1n

Table V1. Effect of Type | Delav on the Benefits of the New Camera for One Fire

Expected value of ioss 1p one pump fire () Expecied value of loss 1n one vaive & Lnes ure

Response ume Probability  Status quo  New camerz  Dilference Status quo New camera Diflerence
2 mn a9 215.000 170.000 45.000 93.600 62.000 31.600
imn 006 115,000 a 0 93.600 89.000 4.500

4 mn .03 215.000 y 0 93.600 u i}
Smn o1 215.000 o 0 93.600 a N

“Fire 15 getected by present morutonng svsiem beiore the end of Tvpe | delav.
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other settings (e.g.. industnal. commercial. or apart-
ment buildings).

APPENDIX 1

Markov Model of Fire Growth and Extinction

The transition matnx 4 is the matnx of prob-
abilities of transition from state 1 to state ; in any
given ume unit.'? 1t is defined by several “compo-
nent matrices.” .

e The first component is the 4 X 4 matrix G of
the probabilities of ransiion among the four
considered fire sizes in the imuial uncon-
troiled phase of fire growth.

e The second component 15 the 4 % 4 diagonal
matnx L of the probabilities of detecuon of
fires of each size at the acuve stage.

¢ The thurd component is the 4 x 4 mainx W
of the probabilities of transition among the
four considered fire sizes in the " working™
phase.

¢ The fourth componeni is the 4 x 4 diagonal
matnx C of the probabilities that. at the
working stage. fires of different sizes are
brought under control.

Pate-Comell

e The fifth component 1s the 4 X 4 matnix CG
of the probabilities of transition among the
four considered fire sizes in the “controlied™
phase.

o The sixth component is the 4 x 4 diagonal
matrix X of the probabilities of extinction of
fires of each size at the controlled siage.

The structure of the global transition matnx A is
described in Fig. 3.

I is the unit 4 x 4 matnx. GN is an adapted
form of G: this form assures that the transiuon
probabilities for each line add up to 1. GN is ob-
tained by multiplying the transition probabilities of
matrix G by the probability that fires of each consid-
ered size are not detected in each ume penod. In the
same way, WN is obtained by muitiplving the ele-
ments of matrix W' by the probability that fires of
cach size are not brought under control at each ume
period. and CGN is obtained by mulupiving the
eiements of matrix CG bv the probabilitv that fires
of each size are not extinguished at each time period.

The transition matrix A includes a delay factor
tnoted k& in Fig. 3). which is the pumber of ime
periods between detection and the moment when the
firemen begin fighting the fire. During this time. the
fire grows at the same rate as if it had not been

ACTIVE WORKING CONTROLLED

GROWTH  DJETECTION  GROWTH GROWTH  EXTINCTION
ACTIVE
GROWTH GN D 0 0 ]
DETECTION 0 0 * 0 0
WORKING
GROWTH 0 0 N c 0
CONTROLLED
GROWTH 0 0 0 CCN X
EXTINCTION V] Q 0 0 I

Fig. 3. Strucure of the fire growth transinon matnx (Se¢ notauons in the text)
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detected for k penods, then enters the “working”
phase. The growth during the delav 1s. therefore.
eguivalent 1o a one-peniod growth described bv the
transition matnx G*.

Let L be the vector of mean dollar losses in each
of the four ranges considered. L. is the 11h compo-
nent of this vector. P(0) is the vector of probabilities
that the fire starts in each of the twenty possible
states. As the fire actually begins 1n the active. uncon-
trolled phase. the first four components of P(0} rep-
resent the probabilities Py( L)) that the fire starts in
each of the four considered fire sizes. P(0). therefore.
has the following structure:

P(0) = { po( Ly}, po(Ls). pol Ly). po( La).D.....0]
{1

Let P(1) be the vecior of probabilities that the fire is
:n each of the twenty states at ume 1. P(r) 1s given by
the foliowing product'®”:

Plt)= P{0)x A’ {2)

The goal 15 to find the final distnbution of losses
after fire exuncuon. and. therefore. the himit of 4
when 1 becomnes infinite. Insiead of proceeding ana-
ivucallv and computing the eigen values of A. the
choice was to compute the successive powers of 4 in
order 1o observe the time evolution of fire losses.
Computation was interrupted bv the following stop-
ping rule: either 99.5% of the fires were exunguished
iwhich turned out to be the binding constraint 1n all
cases considered herey or 50 tume uruts had elapsed.
Let r* be the total ume eiapsed when the process is
stopped. At thus pomnt, virtually all fires have been
exunguished and the system 1s in one of the last four
states. The result 15, therefore. a vector P(!*) of the
following form:

Plrsy=1{0.....0, p"( L), p*(La), p*(Ly), po L,)]
(3)

The p*’s are the steady state probabilities of the
process. They give the probabilitv distnbution of
final fire losses for the considered dollar vaiues
L..L..Ly, or L, The algonthm used here gives a
close approximation of the p*'s.

APPENDIX 2

Probabilistic Model of Costs and Benefits of a
Monitoring Camera

Step |: Expected Value of the Avoided Loss in One
Pump Fire bv Addition of the Camera

The notations ase the followang:

» transition matnx for the growth and
extincuon of a pump fire wath cur-
rent monitoring;

A, transition matnx for the growth and

extinction of a pump fire with the

added camera:

P (1*) steady state probability vector for a
pumgp fire with current monnonng
[including the final fire loss distribu-
tion pr(L));

Py(1*) steady state probability vector for a

pump fire with proposed added
camerz {including the final fire loss
distribution p;*(L,)};

Pel0) imitial state vector (initial fire size}
for a pump fire:

EV(LPY expected value of the losses in one
pump fire with current monitonng
practice;

EV(LP') expected value of the losses tn one

pump fire with proposed camera.

B, expected value of the ioss reduction
(benefits) due 1o added camera n
one pump fire:

B,, expecied value of the loss reduction

(benefits) due to added cameras. as

if all pumps in the refinery were

under proposed new monitoring svs-
tem:

conditionai probability that given the

occurrence of a pump fire some-

where in the refinery, it actually hap-
pens in the monitored area:

b, expected value of the annual loss
reduction (benefits) in a pump fire 1n
the monitored area:

N, number of pump fires in 1 yr in the
whole refinery (random varnable).

pimif,)



4, and A, differ bv the mainx D because the
probabilitv of the detection of fires of all sizes at each
time penicd is higher with the camera than without.

Without the new camera. the steadyv state prob-
abilities of the system are gaven bv:

P{1*)= P (0)x{4,)" (4)

The expected value of the losses in one pump
fire given current momionng practice 15 equal to:

4 .
EV(LPY= Y pr(L)xL, £$)

r=]

The elements pJ(L) are the last four elements of
vector £, (1%),

With the new camera. the steadv state probabili-
ues of the svstem are gaven by:

PI(r*) = P (0} X (AL (6)

The expected vaiue of the losses in one pump
fire with the proposed momtoring svstem is:

4
EVILP)Y=Y p*(LixL. {7}

r-]

The elements p,*( L) are the last four elements of
vector P (t").

B = EV(LP)Y~ EV(LP) (8)

Step 2: Expected Value of the Annuai Loss Reduction
tn Pump Fires in the Monitored Area

Let N, (random variable) be the annual number
of fire pumps in the whole refinerv. and EV(N,) its
expected value.

If all the pumps in the refinery were monitored,
the expected value of the annual benefits would be:

B,, =B, X EV(N,) (9)

ptmif,) is the probability that given the occurrence
of a pump fire. it happens in the monitored area. IL.
for exampie, one assumed that all pumps are equally
likelv to become defective and cause a fire, this
conditional probability could be approximaied by the

Paté-Comnell

proporuon of all the pumps of the refinerv that are
located 1n the monitored area.

The benefits of loss reducuon in pump fires n
the monitored area are then:

b,=8,,x pim|f,) 110}

Step 3: Expected value of the avoided loss in one vaive
and line originated fire (valve and line fire) bv addition
of the proposed camera

This step 15 similar to Step 1 with data corre-
sponding to the growth and exunction of a fire
generated by failure of a valve or a line. The nota-
tons are the following:

A transition matnx for the growth and
extincion of a valve and line fire
with current monitoring;

4 iransition matnx for the zrowth and
extincuon of a valve and line fire
with the added camera:

P(th) steadyv state probability vector for a
valve and line fire with current
monitonng (including the final fire
loss distribution p (L))

P steady state probability vector for a

valve and line fire wuh proposed
added camera (including the final
fire loss distribution p;’( L))

P{O) initial state vector (iniual fire size)

for a valve and line fire;

expected value of the losses 1n one

valve and Lline fire with current

monitonng practice;

expected value of the losses in one

valve and line fire with the proposed

camera:

B, expected value of the loss reduction
(benefits) due to added camera in
one valve and line fire;

B, expected value of the annual loss

reduction (benefits) due to added

cameras, as if all lines and valves in
the refinery were under the pro-
posed new monitonng system:

conditional probability that given
the occurrence of a valve and line
fire somewhere in the refinery. 1t

EV(LV)

EV(LVY

pimif)
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actually happens 1n the momtored
area:

h expected value of the annual loss
reduction (benefits) in a valve and
line fire i the monitored area:

N number of valve and line fires in 1
vr 1in the whole refinerv {random
vanable: expected value: EV(N.)].

The equauons are similar 10 those used to analvze
loss reduction for pump fires:

Steadv state probabilities with current monitor-

ing:
P )= P(OYXIA,)" (11)
Losses 1n one valve and line fire with current
monuonng:
+
EVILVY=Y p{LIXL, (12)

-]

Steadv siate probabilities with added camera:
P = PO)X (A 113)

Losses 1n one valve and line [ire with added
vamera:

4
EViLV Y=Y p (L )xL (14)

v

Beneiits of added camera in one vaive and line
fire:

B =EVILIV=EVILI") (1%

Step 4 Expected value of the annual loss reduction in
ralve and line fires in the monitored area

Again. the equautons are similar to those used to
analvze loss reductions for pump fires:

Annual benefits of the new svsiem as 1if all lines
and valves of the refinery were under proposed
monionng:

B, =B x EV(N,) (16)
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Annual benefits (loss reducuon) for vaive and
iine fires 1n the monutored area:

b =B, Xpimy (17)

Step 5. Economuc resuits ''¥

The notations are the following:

C first cost of the camera svstem (including
camera MOMIOMNNG SCreen. CORNECLONS.
etc.);

R muinimum acceptable rate of the rewurn of
the firm (e.g., rate of interest. rate of dis-
count. etc.):

Y number of vears of the economic life of
the new svstem:

c, annual cost of the operauon and mainte-
nance of the new svsiem:

C total value of the annuahized costs of the
new svstem:

b total value of the annual benefits of the
new svsiem,

The total value of the annual benefits of the -
proposed camera. that monutors an area where fires
can be caused either bv pump failure or by failure of
lines and valves. 1s:

bmb,+b (18)

It is assumed that the salvage value at the end of
¥ vr 1s 0. The equivalent uniform annual cost of the
svstem 1s ¢. the sum of the annualized first cost*'®
and of the annual cost of operanion and mamntenance
of the camera:

H
Cm¢ .‘.CM (19)

T+ Ry -1

Results

e The expected value of the benefit-cost rauo 1s
simply the ratio b/c.

e The net present value of the cash flow 15 the
difference:

v
NPV - Y ————
,".:. (1+RY ~C

b4 (20)



o The internal rate of return (IRR) of the
investment {treated as if the expected value
of avoided losses were sure benefits) 1s the
solution of the equation:

v
¥
+=1 (1+ {RR)

b-c’.

-C=0 (21)
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